Be3onacHocTb

Radmin 3 - BeaonacHocCTb

BesonacHocTb SIBNseTCs BaXHEWWMM MOMEHTOM [/ NPOrpaMMHOro obecrneyeHus
yLoaneHHoro KoOHTpons komnotoTepa. Komnanma Famatech nogaepxvBaeT BbicOYaLmniA
ypoBeHb 6e3onacHocTu. [porpaMMUCTbI KOMNaHUK NpunaratT Bce yeunusi, 4Tobbl caenatb
Radmin Hanbonee ctabunbHbIM 1 6e30MacHbIM NPOAYKTOM yAANEHHOr0 aAMUHUCTPUPOBAHMSI.

KnouyeBble 0cO6eHHOCTU:

- HapéxHas 3awmTta Bcex nepenasaeMbiX AaHHbIX N0 ctaHoapTy AES.

- BoamoxHocTb ncnonb3dosatb cuctemy 6esonacHocTn Windows nnu cobCTBEHHYHO
cuctemy 6esonacHocT Radmin.

- Cuctema 6e3onacHoctn Windows no3BonsieT orpaHnymBaTh yaaneHHblil KOHTPOSb
KoMMbloTEepa ANS OTAENbHbBIX NONb30BaTENER UAK rPynn Nofb3oBaTenemn, BKInyas
nonb3oBartenen nokanbHbIX KOMMNbOTEPOB, NEPBUYHBIX U JOBEPEHHbIX JOMEHOB nnun Active
Directory. NonaoepxuBaeT aBTOMaTUYECKYIO MPOBEPKY NpaB AOCTYyna nosib30BaTens u
npotokon Kerberos.

- Wcnonb3oBaHue cuctembl 6e3onacHocTn Radmin no3sonsieT 3afaBatb pa3nnyHble
npaea gocTyna Ans Kaxaoro nonb3oBartens oTAeNbHO.

- Tabnuubl IP-connbTpaumnmn No3BoNs0T paspewnTb 4OCTYN TONbKO ANS ONpeneneHHbIX
XOCTOB M NoAceTeN.

- 3anuck B nor-goann umeHu nonb3osartensa n DNS pacwudposku ero agpeca.

- VIHTennekTyanbHas 3awmTta OT yrafblBaHUS Napons.
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MNpaBa poctyna onga Radmin Server:
Cuctema 6e3onacHocT Windows NT
MNpaBa poctyna ona Radmin Server:
Cuctema 6e3onacHoctn Radmin

B ocHoBy Radmin nonoxeHbl Bbicoyanlume ctaHgapTbl 6e3o0nacHoOCTH:

- CepBepHas 4acTb Radmin cogepxuT nBe noacmctembl 6eaonacHocTn. Bol MoxeTe
BblbpaThb ncnonb3oBaHme B Radmin nnu cuctemol 6e3onacHoct Windows unm cnctemsl
6e3onacHocTn Radmin. Radmin nopnepxwusaet cuctemy 6esonacHoctn Windows
7/Vista/XP/2003/2000 (32-bit, 64-bit) c nooaep>xkon NTLMv2 n Kerberos, 4To no3Bonut Bam
orpaHumymMBaTh yOaneHHbl 4OCTYN ANS OTAeNbHbIX NONb30BaTeNnen nnv rpynn
nonb3oBaTenen, BKo4Yas nonb3osatener nokanbHblX KOMNbIOTEPOB, NEPBUYHBIX U
noBepeHHbIX aoMeHoB nnm Active Directory. HacTpolikun nHTepdgpeiica 6e3onacHocTm
YHUOUMPOBaHbI B COOTBETCTBUM cO cTaHaapTammn Windows.

- Wcnonbays cuctemy 6esonacHoct Radmin ons yaaneHHOro KOHTPONs KOMMbioTepa, Bbl
MOXeTe 3aflaBaTb pas3NnyHble Npasa [oCTyna ANnsi KaXaoro nofb3oBaTens 0TAeNbHO.

- Bce nepepnasaemble naHHble HaOEXHO 3awmieHbl no ctaHnapty AES. CekpeTHbIn koY
reHepupyeTcs cnydariHbiM 06pa3om Ans Kax4oro noakatoveHus, 4to obecneynsaet
HernpeB30NAEeHHYIO CTENEHb 3alWmnThbl.

- I'Ipm HanncaHnm anropmnTMmoB 6e3onacHocTu MCNOJNIb3YyKOTCA CaMble COBPEMEHHbIE
MeTOoObl.

- Bce paHHble, BkNto4as n3obpaxeHusl akpaHa, nepemelleHmne Kypcopa v curHansl
KnasuaTypbl, NnepefarTcs TONbKO B 3alMIWEHHOM Buae. 3awmnTy AaHHbIX HEBO3MOXHO
oTKMoUMTb B Radmin 2.x n 3.x

- Bce penctBma Radmin 3anuceiBatoTcs B nor-goamn.

- Tabnuua IP-comnbTpaumm No3BONSET OrpaHNyMBaTh yAaNeHHbI AOCTYN K OTAEbHbIM
IP-appecam n ceTsm.
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- B Radmin Bkno4eHbl npouenypbl CaMOTECTUPOBAHWS, 3alMILaoWwme NporpaMmHbIi Kog,
OT N3MEHEHWUI.

- 3Bawwuta napons cepsepHor Yactn. Radmin Server ak TUBHO 3awmiiaeT HaCTPONKN,
XpaHnMble B CUCTEMHOM peecTpe. [ocTyn K AaHHOW BETKE peecTpa UMeeT TONbKO
nonb3oBaTesb C NpaBaMy agMUHUCTPaTopa.

- WHTennekTyanbHas 3awmTa ot yranbiBaHus napons. Mepsbl 3awmTtbl BKOYaOT B cebs
aKTUBALMIO BPEMEHHbIX 3aAep>XeK Npu NoAo3peHnn Ha nepebop napons, 6nokupoBaHue
nogo3putenbHbix IP-agpecos u 1.4

- Radmin Server 3anyckaeTtcsi TONbKO Kak cMcTeMHasi cnyxba yaaneHHoro komnbtotepa. B
Lensix NoBblweHms 6e3onacHOCTM 3abnoknpoBaHa BO3MOXHOCTb 3anycka Radmin Server B
KayecTBe cTaHgapTHoro npunoxeHus B cpene Windows 7/Vista/XP/2003/2000 (32-bit, 64-bit).

Hactponku Radmin Server: IP counbtp
Radmin Server: O6we HaCTpoONKu
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