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SUserGate

MAIL SERVER

UserGate Mail Server — 370 NO4TOBbIV CEPBEP C MHTEMPUPOBAHHBIMK CPEOCTBAMM
AHTMBMPYCHOW 1 aHTMcnam-gomnbTpaunn. MpoaykT obnagaet MoaynbHOWM CTPYKTYPOIA, H4TO
NOBbLIWAET 0TKA30yCTOMYMBOCTb U AaeT BO3MOXHOCTb 3anycka cepBepa Ha pacnpeneneHHom
cucTeme.

USERGATE p—
MAIL SERVER ®

OpraHusauusi paboTbl 3/IeKTPOHHOW NOYTbI

B uncne ocHoBHbIX doyHkumin UserGate Mail Server — ynpaeneHvue nomeHamu u
NoNb30BaTENSAMU, BEO-KNIMEHT, NOALEPXKA CNNCKOB pacchinku, paboTa co cnyxbamm
KaTanoroB 1 yaaneHHbIMU y4eTHbIMK 3anucsamu, noanepxka LDAP, a Takxe rnbkas n mowHas
cucTema npasun.

- YnpaeneHvne noMeHamu

- LDAP cuHxpoHn3aums

- Beb-knneHT

- YhaneHHoe agMUHUCTPUpOBaHUE
- YpaneHHble y4eTHble 3anucu

- Cnmcku paccbinku

- Cuctema npasun

YnpasneHue noMeHamu
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UserGate Mail Server nogaepxuBaet kak paboTy ¢ 0AHUM AOMEHOM, TakK U C HECKONbKUMM.
JloMeH aBnseTCS KNo4eBOM HACTPOMKOM NOYTOBOrO cepeepa. AODMMHMCTPATOP MOXET ykasaTtb
CNUCOK AOMeHoB, obpabaTtbiBaeMbix No4TOBLIM cepepoM. UserGate Mail Server
noanepxuBaeT paboTbl C yaaneHHbIMU OMEHAMN.

LDAP cuHXpoHM3auusa

Onuwns LDAP Sync B HacTporkax No4TOBOro AOMEHA NpefHa3HavyeHa onsg CUHXPOHU3aumm
y4eTHbIX 3anucen ¢ katanorom LDAP, Hanpumep, ¢ MS Active Directory. Takoin noaxon
NO3BONSET BbIMNOMHATb LEHTPANN30BAHHOE yNpaBieHNe yYeTHbIMU 3annucsamMu, cokpawaeT
KONMYECTBO BO3MOXHbIX OWNOOK 1 ynpolwaeT Npouecc agMMHUCTPUPOBaHNS NOYTOBOIO
cepsepa.

Beb-knueHT

UserGate Mail Server nogaepxuBaet focTyn k noyte yeped Beb-knmeHT (UserGate WebMail),
C NOMOLLbIO KOTOPOro MOXHO MONY4YMTb MOJHbIA AOCTYN K CBOEI noyTe Yepes nobdoi bpayaep.

Y naneHHoe agMUHUCTPUPOBaHUE

ALOMVHUCTPUPOBAaHNE NOYTOBOrO CEpBEpPa MOXET OCYILECTBNSATLCS M3 NoO0oro
MECTOHax0X AeHNS C NoMoLbio Ntoboro bpaysepa.

Y naneHHble Y4eTHble 3anucu

3arpyauynku no4thl ¢ nognepxkon POP3 1 IMAP no3sonsitoT pabotaTth C yaaneHHbIMU
YYETHBIMU 3anncamun.
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Cnucku paccCbiikKn

UserGate Mail Server nogaepxuBaeT nBa pexuma paccbliiki coobueHunin. B cnyyae
NCnonb30BaHMsa pexunma Public no4uToBOro cepeepa coobweHMS MOXHO OTNPaBNSATb C NOObIX
agpecos. B pexnme Membership oTnpaBnsite coobweHns Ha aapec rpynmnoBoi pacchblfiku
MOrYT TONbKO YyYaCTHWKM rpynnbl, T.€. TONbKO Te N0Nb30BaTENU, KOTOPblE NEepeyncneHbl B
CBOMCTBAX paccChbINKN.

Cuctema npasun

ObpaboTka coobueHunii B UserGate Mail Server peannsosaHa Ha ocHoBe npasun (Message
Rules). MNpaBuna npeacTtaBnsioT cobo HAbop yCcnoBuii, 06 beANHSEMBIX MO NOrNYECKOMY
W/WINN v 0oHO Unn HECKONBbKO OEACTBUIA, KOTOPbIE AONXHbl ObITb BbINOMHEHbI MOYTOBbLIM
CEepBEPOM, ECNM yKa3aHHOE yCNnoBue BbinonHsetcs. Npasunna obpabaTbiBatoTCS
nocnenoBaTeNlbHO CBEPXY BHU3, TakMM 06pa3oM, kax oe cooblieHne MoxeT bblTb
0bpaboTaHo HeckonbknMK Npasunamun. [ns HennHenHon 06paboTKn COOBIWEHNA NOYTOBLIM
CEepBEPOM NPenyCMOTPEHbI Takne AeicTBUS, Kak “OcTaHoBMTb 06paboTKy” - B 9TOM cryyae
Huxenexaume npasuna UserGate Mail Server He paccmaTpusatoTtcs,- n “lNepenTtn Ha
nNpaBuno” — nepexon Ha onpefeneHHoe nNpasnno, PacrnonoXeHHOEe HUXE NO CNUCKY NpaBun.

Be3onacHoOCTb

Ons obecneyveHms noctyna k noyte B UserGate Mail Server peannmsoBaHa nogaepxka
npotokonos TLS, SSL, POP3s, SMTPs n IMAPs. Be3onacHoCTb MOYTOBOro coobLeHus
Tenepb MoXeT obecneunBaTbCs Ccpasy TPeMs aHTUBUPYCHbIMU MoLy nsMn: Kaspersky Antivirus,
Panda Antivirus n Entensys Zero-Hour , 0CHOBaHHbIn Ha «06na4HbIX» TEXHONOT USIX.
Cloud-aHTuBMpyC NO3BONSET BECTU MPOAKTUBHYIO AEATENbHOCTb MO BbIBNEHUIO
NHTepHeT-yrpo3a: 6opbba c BUPYCOM HauyMHaeTCs ewe A0 TOro, Kak OH NopasnT MUNNOHBI
KOMMbIOTEPOB.
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Heckonbko ypoBHe#l 3aluTbl OT crama

B o6paboTke Bxopawmx coobweHmnin B UserGate Mail Server donnbTpauust BbINONHAETCS B
HECKONbKO 3TaroB - N0 COeAVHEHUSIM, N0 afpecy NCTOYHKKA, N0 aApecy Ha3HaA4YeHNs 1 Mo
conepxaHuto. UserGate Mail Server nogoepxusaeTt cnegyouwme Metoabl ounbTpaumm cnama:

- Ha ocHoBe DNS (DNSBL, RHSBL, Backscatter, MX, SPF, SURBL);
- Ha OCHOBE pacnpefeneHHon aHTucnam cuctembl ("obnayHblir" aHTMcnam);
- Ha OCHOBE CTaTUCTUKK (cobCTBEHHAs peannsauus ounbTpaunn baieca).

Kpome atoro UserGate Mail Server nogaepxwusaeT KoHTponb SMTP npoTokona (KOHTPO/b
npaBnIbHOCTU KOMaHA B cooTBeTcTBUM ¢ RFC), orpaHnymBaeT makCMManbHblA pa3mep
nMCbMa, MaKkCUManbHOe KOIMYECTBO nonyyarenem n T.n.

"O6nayHbIn" aHTUCNAM

dunbTpaums No cogepXMMoMmy nNucbma

AL

"ObnayHbIi" aHTUCNam OTPUNbTPOBLIBAET MMCbMA, OCHOBbLIBASICb HA aHANN3€e UX COLEPXaHNS
n aBpucTrke. TexHonoruns Entensys no3BonsieT aHanM3npoBaTb Cram-coobweHns Ha nobbix
a3blkax, a Takxe rpaduyeckue coobueHns. LieHTp obHapyXeHns cnama BbiSBNseT
cnamepckue ataku B ntoboi Touke Mupa.

Huskuni ypoBeHb NOXHbIX cpabaTbiBaHUMN

OAQHMM 13 BaXHbIX LOCTOUHCTB "06naqyHoro" aHtTucnama siBnsieTcs KpaiHe HU3KUiA ypoBEeHb
NOXHOro cpabartbiBaHMS - MEHEE, YEM OOHO Ha 1,5 MunnnoHa coobueHwuii. Mpu 3TOM ypoBEHDb
neTtekummn cnama coctaensiet 6bonee 97%. TpaanUMOHHBIA MeTon 6NOKMPOBKM cnaMa Ha
OCHOBE 4YepHbIx crnuckos IP n DNS obnapaet HecpaBHEHHO 60nee BbICOKUM YPOBHEM NOXHOr0
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Cpa6aTbIBaHI/I9|. Ob6BSCHUTb 3TO MOXHO TEM, 4TO B YepHble CNCKN 4YaCTo nonanarT
HOpMallbHblE€ MNOJIb30BaTE/IN. JocTtato4Ho Toro, 4TObObI KaKkon-nnbo KOMMbOTEP U3 nokanbHomn
cetn 6bin CKOMMNpOMETNpPOBaH N NCNoNb30BaJICA ON14 paCCbiyikK cnama.

KnneHT oTnpasnset "obnayHomy" cepsucy UID nucbma, KOTOpbIA NO3BONSIET ONpeaennThb,
ABNSETCS NN N0YTOBOE cooblweHne cnamoM. PeweHne 6nokmpyeTt He IP-appec, LOMeH unm
9NEKTPOHHbIN afpec, a KOHKPETHOE NMUCbMO UK aTaky cnama.

ALl

Takmm 06pas3om "obnayHbIin" aHTUCNaM MOXET UCMOMb30BaTbCS B OPraHM3aunsix, B KOTOPbIX
ownboYHOE yaaneHne NMCEM MOXET NPUBOANTb K NOTEPE KIMEHTOB UK APYrM npobnemam.

WHterpauus c IMAP

B UserGate Mail Server peanusosaHa nHterpauus ¢ IMAP — cepsepom MS Exchange vnu
Lotus Domino. MiHTerpaums npenocTaBnsieT BO3MOXHOCTb co3aaHust obweri nanku IMAP Ha
yOaneHHOM Mo4YTOBOM cepBepe 1 06paboTky CoobLWweHniA B 3TUX Nankax.

MOHVITOpI/IHr n ctTaTUCTUKA

UserGate Mail Server npenoctaensieT MHgopMauuio 060 Bcex coobeHnsx, 0bpaboTaHHbIX
NOYTOBbIM cepBepoM. MOHMUTOPUHT co0bLEHWIA NO3BONSET BLIMNOMHATL OMNbTPALIMIO MO Oate,
no ctatycy obpaboTku (oocTaBneHo/3abnoKNMpoBaHo), NO aapecy NCTOYHMKA MW HAa3HAYEHUS,
BbINOMHATL NPUHYAMTENbHYIO OTNPAaBKY CO0bLWeHMiA, 3ab6N0KMPOBaHHbIX Kak cram, a TakXxe
co3naBaTb CMUCKN UCKTIOYEHWIA.

UserGate Mail Server u DeskWork
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UserGate Mail Server - 310 peweHvne ons opraHmsauumn 6e3onacHoOro no4YToBoro coobweHns B
KOMMaHUM CO BCTPOEHHBIMU MOOYNSAMU @aHTUCNAM U aHTUBMPYCHOW 3awuTbl. MNpoaykT obnanaet
MOLYNbHOW CTPYKTYPOM, YTO MOBbIWAET O0TKA30YCTONYMBOCTb 1 AaeT BO3MOXHOCTb 3anycka
cepBepa Ha pacnpeneneHHon cucteme. beaonacHocTb NOYTOBOro coobweHns
obecneunBaeTcsa aHTUBUPYCHbIMU MoaynsaMu Kaspersky Antivirus, Panda Antivirus
"o6nayHblin" Entensys Zero-Hour. MpoaykT nonnepxneaeT nepenoBblie METOAbI (HUNbTPALNM

ALl

cnama Ha ocHoBe DNS u ctatuctuku, "obnayHbiin" aHTUcnam.

'
IV.Vo k

KopnopatumeHbiin noptan DeskWork — ynobHoe cpencTBo B3aMMOOENCTBUS COTPYOHUKOB U
opraHm3auum KonnekTUBHOW paboTbl, BHEAPSEMOE 3a MUHUMANbHOE BPEMS U C HAUMEHbLINM
6rooxeToM. C nomowpto HTpaHeT-noptana DeskWork aBTomatumaunpytotcs 6GusHec-npoLecch
KOMMaHuK, BCEM COTPYOHNKAM NpeaocTaBnseTca BocTpeboBaHHas KopnopaTueHas
MHGOOPMaUNS, CUCTEMA SNEKTPOHHOI0 fOKYMEHTOOHOPOTA NO3BONSET OPraHN30BaThb
MNONHOLIEHHOE ynpasBneHne XN3HEHHbIM LIMKNOM LOKYMEHTOB. DNIEMEHTbI COLManbHbIX CETEN
noMorarT YKpPenuTb KoMaHAaHbln gyx. DeskWork — kayecTBeHHOe Kopobo4HOoe pelleHne Ha
6ase TexHonorum SharePoint 2010.

NuTterpauns UserGate Mail Server B DeskWork sBnsieTcs COBMECTHbLIM NPOEKTOM KOMMaHWUIA
Entensys n Softline. B pesynbtarte gaHHOro TexXHONOrM4eckoro coTpygHn4ecTsa
MNONb30BaTENN MMEKOT BO3MOXHOCTb MNOMYYNTb MOMHOLEHHbIA UHTPaHeT-nopTan, yHKUMoHan
KOTOPOro AOMOMHEH MONHOLEHHbIM NOYTOBbLIM CEPBEPOM C BCTPOEHHbLIMU 30 EKTUBHBIMA
cpeacTBaMu 3aWmTbl OT cnama v BPeAOHOCHbBIX NPOrpamm.

Mogaynb nHterpauuun noptana DeskWork n pewenns UserGate Mail Server ons no4tosoro
CO0bWeHNS B KOMMAHUN NPeSOCTaBNSET CNEAyOWNe BOZMOXHOCTH:

A,IJ,MVIHI/ICTpVI poBaHue
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- YnpasneHue noytosbiMu gomeHamn UserGate Mail Server na untepdperica noptana
DeskWork;

- YnpaeneHve no4ToBbIMU akkayHTamm (noytosbiMu swmnkamm) UserGate Mail Server na
nHTepgoenca noptana DeskWork;

- [lpuesaska noytosbix akkayHToB UserGate Mail Server k coTpyaHmMkam n3 agpecHom
kKHurn noptana DeskWork.

UHTepdoenic nonb3oBatensi

- [Mepexon B nHTeperic noutbl UserGate Mail Server n3 nepcoHanbHOro MeHIo ¢ Ntobo
cTpaHuupbl nopTtana DeskWork;

- [ocTyn K no4Te u3 cneuunanbHon Beb-4acTu: NPOCMOTP KONMMYECTBA HEMPOUYNTAHHBIX
nMceM 1 nx obLero KoNMYecTea B MOYTOBOM SILUMKE NMONb30BaTENS HEMNOCPEACTBEHHO C
noptana DeskWork;

- ObMeH coobLeHnsiM1 NOCPEeACTBOM U3 aAPECHO KHUMM C NePexXonoM B Beb-nHTepderic
UserGate Mail Server.

UserGate Mail Server + DeskWork npeactasnsiet n3 cebs 6aHan n3 oByx NnpoaykTOB.
MNMonb3oBatenu nHTpaHeT-nopTana moryT npunobpectn UserGate Mail Server co ckmaokoii 50%.

BecnnatHasa nuUeH3UdA Ha 5 NOYTOBbIX ALLUKOB

Ins nonyy4eHusi BO3MoOXHOCTU BecnnaTHoro ucnonb3osaHust UserGate Mail Server Ha 5
MOYTOBbIX AWNKOB HEOOX0AMMO:

- Ckavatb oucTtpubyTms;
- B okHe peructpauun UserGate Mail Server BbibpaTb "lMonyunte 6ecnnatHyo BEPCUIO Ha
5 qwmkos".

B coctae 6ecnnaTtHoi NULEH3UN NOYTOBOro CcepBepa He BXOOST AOMNOMHUTENIbHbIE MOLY N,
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Mpoyee

UserGate Mail Server nogaoepxvBaeT pe3epBHOE KONUPOBaHME NOYTOBbIX COODLWEHNIA,
NOCbINIKY aBTOMATUYECKMX OTBETOB, HACTPOIKY Npasun no obpaboTke NoYThl, ynpasieHne
cepsucamu B Be6-KOHCONM U BbIBOP MPOM3BONIbHOrO AmManasoHa gaTt B MICTOPMU COOBLEHWIA.
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