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DNS FILTER

GateWall DNS Filter no3sonsiet obecne4ynmtb MakCMmasbHblA KOHTPO/b UCMONb30BaHUS
NHTepHeTa 6e3 ncnonb3oBaHMs NPOrpaMMHbIX U annapaTHbIX MPOKCU-CepPBEPOB U
NHTEPHEeT-W /0308 B Bawei ceTn. Pabota npoaykta ocHoBaHa Ha punbTpauum DNS
3anpocos. Ncnonb3oBaHne GateWall DNS Filter yennunaet 6e3onacHocTb VIHTepHeTa,
YyMeHbLWAaeT Heleneso Tpadovk 1 ynyywaeT NpoayKTUBHOCTb paboTbl Nonb3oBaTenen
NHTepHeTa.

Pabota GateWall DNS Filter ocHoBaHa Ha TexHonorum Entensys URL Filtering 2.0, koTopas
Takxe ucnonblyetcsa B UserGate Proxy & Firewall n KinderGate Poagutenbckuin KoHTposb.

BnokupoBkKa KaTeropun cantos

GateWall DNS Filter ucnonbayet kpynHeiwyto 6a3y n3 500 MMNnIMoOHOB KaTeropnuanpoBaHHbIX
canToB. AOMVHUCTPATOP MOXET NErko HAaCTPOUTb BNOKMPOBKY CaNTOB, OTHOCALWMXCS K TakuM
KaTeropmsam, Kak nopHorpadgous, BpeaoHOCHbIE CainTbl, OHNAH-Ka3nHO, UFPOBbIE 1
pa3BnekaTtesbHble CalTbl, COUMasbHbIE CETW, TOPPEHTLI U MUPUHIOBbIE CETU, MPOKCU-CEPBEPA,
aHoHMMa3epbl 1 apyrve. Bo3amMoxxHo Takxe cosnaHue 6enbix cnuckos, obecneynBaroLwmx
rapaHTMPOBAaHHbIN AOCTYN K onpefeneHHbIM caiTaMm Uam xe, HaobopoT, 6NokMpoBka
onpeneneHHbIX CanToB, He 3aBUCSLWAs OT MPOYNX HACTPOEK.

ALOMUHMCTPUPOBAHWE NPOrPaAMMHOI0 PELEHNS OCYLLECTBNSETCS Yepes Beb-nHTepdeiic.
PelweHne no3BonseT yctaHaBMBaTb HACTPOWKM pasHbIX rpynn. To AaeT BO3MOXHOCTb
MCNoNb30BaTh OAMH cepBep ANns 60NbWOro Ycna KNMEHTOB, KaX Ablil U3 KOTOPbLIX MOXET
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CaMOCTOSITENIbHO M HE3aBMCUMO YNPaBsiTb HACTPOKaMy OUNbTPaLUM U UMETb JOCTYN K
CTATUCTWKE CBOMX NONb30BaTENEN.

Be3onacHocTb poctyna B UHTepHeT

GateWall DNS Filter o6ecneunBaet 610KMPOBKY CaNTOB, CBA3AHHbIX C (OULIMHIOM, TPOSIHAMM,
Kernorepamu, 60THETaMM 1 Apyrux camTos, COAEPXaLMN BPELOHOCHbIE MPOrpaMMbl.

OnacHocTU, cBSI3aHHbIE C UCMONIb30BaHUEM MHTepHeTa

NHTepHeT cTaHoBMTCS BCce Bonee n bonee onacHoi cpenoi. CywecTByioT MUNINOHbI CainToB,
cogep>xauwmx BpegoHOCHbIE NPOrpaMMbl, TPOMaHbl, KEMNOrrepbl U NpoyYne onacHocTu. B
nocrnenHee BpeMs NoSIBUNUCH HOBble OMACHOCTU, CBSAI3aHHbIE C PanpoCTpaHeHeM coumnarnbHbIX
ceTeil. 3noyMbIWNEHHUKN cTany 60blue NCNONb30BaTb NINYHYIO MHAOOPMALIMIO U CXEMbI
MoLleHnYecTBa cTanu 6onee N3oWpPEeHHbIMU.

K coxaneHuio, UCNob30BaHNE aHTUBUPYCOB 1 NMPOYMX CPEeACTB MHTepHeT-6e30nacHOCTH Ha
pabounx cTaHUMSX He BCcerpna pelwaeT gaHHyto npobnemy. MNMonb3oBaTenu He Bceraa
NpaBuUbHO UCMONb3YIOT OaHHble CPeACcTBa, BO3MOXHO MX OTK/IIOYEHNE, HECBOEBPEMEHHOE
obHOBNEHME 1 T.4.

JduHaMmnuyeckumn noaxon

B texHonorumn Entensys URL Filtering ncnonb3ayetcs auHamn4ecknin nogxon K kKareropmsaumm
CaNTOB M BbISIBNIEHUIO ONACHbIX pecypcos. CTaTuyeckuin noaxon nogpasyMeBaeT, YTo
OfHaXAbl KATEropU3MPOBaHHbIA CalT OCTAeTCa B 9TOW KaTeropum Ha HeornpeneneHHoe
Bpems. B cnyvae guHammyeckoro noaxona npovM3BOAMTCS MOCTOSHHbBIA MOHUTOPUHE BCEX
canTtoB. B pesynbTaTe 3TOro BbISIBNAIOTCS PECYPChbl, COAEPXaHNEe KOTOPbIX UBMEHNOCH N OHU
NPOX0AsT NMOBTOPHYIO KaTeropuaawmio.
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B 6a3e, ucnono3syemoit Entensys URL Filtering, exxenHeBHo obHoBnsitoTcs okono 100 000
canTos.

Otuetbl u MOHUTOPWUHI

GateWall DNS Filter npegocTtasnsieT BO3MOXHOCTb NOfy4aTb CTATUCTUKY MO NOCELWEHHbIM
KaTteropusim caiToB, N0 paspeweHHbiM U 6NOKUMPOBaHHBIM X1TaM. Vicnonb3oBaHWe AaHHbIX
OTYETOB MO3BONSET KAYECTBEHHO aHANU3NPOBaTb NPOBIEMbI, CBA3aHHbIE C HELIENEBbLIM
ncrnonb3oBaHnem VIHTepHeTa.

«ObnayHasi» moaenb

GateWall DNS Filter MoXxeT ycTaHaBnMBaTbCa Ha OOWH N3 NIOKaNbHbIX CEPBEPOB, TOraa
NoNb30BaTENb CaM HacTpanBaeT CEPBEP U KOHTPONMPYET ero paboTy.

Hpyron BapmaHT - ato ucnonb3osaHme GateWall DNS Filter Cloud. B atom cny4yae
HeobXoAMMO N1Lb NOANNCATLCS HA UCNONb30BaHME AaHHOMO CepBuca 1 NepeHacTponTb
anpeca nokanbHbix DNS cepeepos.

GateWall DNS Filter Tak>xe ynakoBaH no oTKpblToMy cTaHzapTy APS, uto obecneumBaeT
BO3MOXHOCTb yA0OHOr0 passepTbiBaHNS B «00nake» 1 BCTPamBaHNs B CUCTEMbI Pa3NNYHbIX
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cepBuc-nNpoBanaepos.

B niobom cnyyae ncnonb3osaHne GateWall DNS Filter He TpebyeT ycTaHOBKM U HACTPOWKM
nokanbHbIX annapaTHbIX 1 NporpaMmHbIX komnnekcos. CoxpaHseTcs Tekylwas Tononorus
ceTun, HacTpoikmn 6e3onacHoOCTM 1 paboTa BCEX CYLECTBYIOWMUX NpunoxeHunin. O6HoBNeHne
6asbl CanTOB MPONCXOANT HE3AMETHO ANS MONb30BATENS U HE BNMSET Ha ero pabory.

Text Filtering

B npoaykT BHeapeH cneunanbHblii Moaynb Text Filtering, koTopbii N0O3BONSET BbINONHATD
MOPCOONOrMYECKNIA aHANU3 CTPaHWLL, 3arpy>Xaembix nofb3oBaTeneM, NoCpPeacTBOM CnoBaps,
3a0aHHOro aAMUHUCTPATOPOM.

C nosiBneHunem Hosoi cuctembl GateWall DNS Filter npnobpen Takxe focTaToyHble ANS
BHEAPEHUS B BbICOKOHArpyXXeHHbIe CETU MHTEPHET-NPOBaNAEPOB nokasaTenu
0TKa30yCTONYMBOCTU 1 BO3MOXHOCTMN MaclwTabuposaHus. MiHTerpaums npoaykta ¢ Text
Filtering B nMyHbIn kaBUHET onepaTopa OCYLECTBASIETCS C NMOMOLLbIO CreunanbHO
paspaboTaHHoro API. [1ns BHeapeHnst HeobxoaMMO MCNONb30BaTb NPOKCU-cepBep Ha base
OS Linux, nogoepxusatowmnin paboty ICAP (Internet Content Adaptation Control).

Cdpepa ucnonb3zoBaHus

LLikonbl n o6pa3oBatenbHble y4YpeXaeHUs

Mook noyeHne WKon K VIHTepHeTy SBNSeTCca OOHUM U3 NPUOPUTETOB Hall. NpoekTa
«ObpazoBaHne». OcylecTBneHne KOHTpons 3a IHTepHeTOM B WKonax NpocTo HeobxoanMo.
TexHMYecku aTo OCyLWecTBMMO MO0 Yepes KOHTPO/b Ha YPOBHE LW/03a C MOMOLLbIO
npokcu-cepeepa, Hanpumep, UserGate Proxy & Firewall, nn6o yepes connbtpaumio DNS
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3anpocos. [Mpenmywectsom DNS-gomnnbTpa aBnsetcs nerkoctb B yCTaHOBKE N €ro
LEeHTpanmM3oBaHHasa HacTpomKa Ha YpOBHe ropoga unu pernonHa. Takowm nogxon nossonset
obecneynBaTtb KOHTPOSb VIHTEpHETA 1 B yAaNeHHbIX CeNbCKUX WKONax, rae He Bcerna
BO3MOXHa NOJ/THOLLEHHAsa HAcTporKa MHTEepPHEeT-1WN03a.

Lpyrve rocynapcTBeHHble y4YpeXaeHUs

C kaxablM rofioM rocy0apcTBo BHeAPSET MPOeKTbl, OCHOBAHHbIE HA TEXHONOINSAX TECHO
CBSI3aHHbIX ¢ VMIHTepHeToM. MoaToMy BO3HMKaeT BONpoc 6e30nacHOCTM 1 KOHTPONS ero
ncnonb3osaHuns. GateWall DNS Filter Mo eT ncnonb3oBaTtbCcs B opraHmsaumsax counanbHOro
CTPaxoBaHWUs, HANOrOBbIX MHCMEKUMSIX, aAMUHUCTPaUUsiX roponos, obnacTen.

Cpep,HMe n KpynHbie KoMnaHnn

Ncnonb3osaHne DNS-gounbTpaLmm SBnseTcs cambiM NPOCTbIM U AOCTYMHbLIM PELEHUEM MO
obecneyeHunto hunbTpauumn Tpadgmka B KpynHbIX U cpenHmx komnaHusax. GateWall DNS Filter
NO3BONSIET B paMKax 0LHOro npoekta obecneynTb KOHTPOb 3a 60/bWMM KONNYECTBOM
noapasnenexHnin nunu counmnanos. B kavecTBe npumepa MOXHO BbloenMTb 6aHKn, CTpaxoBble
KOMMaHuu, TOProeble ceTn u T.4.

WHTepHeT-NnpoBanaepsbl

GateWall DNS Filter moxeT 6bITb BHEAPEH HA YPOBHE NMpoBaiiaepa (4OMOBbIE CETH,
npoBaigepbl BTOPOro YPOBHS, KpynHble NpoBanaepbl, 6BU3Hec-LeHTpbl). B aTOM cnyyae
nposangep MOXeT NpefoCTaBNsATb CBOMM NONb30BATENAM, KAK YACTHbIM, TaK U
KOpnopaTtuMBHbIM, AOMNOMHUTENbHbIA CEPBMC NO ounbTpaunn VIHTepHeTa. 3T0 MOXET ObiTb
BOCTpeboBaHO Kak C MNO3uNLMM POANTENbCKOro KOHTPOS, TaK U C NO3MLUN KOHTPONS 3a
30O PEKTMBHOCTbIO paboTbl COTPYAHMKOB.

CucteMHble TpeboBaHUs
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dunanyecknin unn BUPTyasnbHbIA cepeep

OS Windows XP/2003/7/2008/2008 R2

CPU 2 HGz

RAM 1 Gb

HD 2 Gb makcumyM + gparnbl kawa HTTP npokcu-cepeepa.
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