AHTuBMpPYC Dr.Web onsa Mac OS X

AnTuBMpyc Dr.Web ana Mac OS X

- YDOOHbI LEHTP ynNpaBneHns

- Bbicokas ckopocTb ckaHupoBaHus

- BosMoxHOCTb co3paHus cobCTBEHHbBIX NPOGOMNE CKaHNPOBAHNSA
- HapexHas 3awmrta B pexvme peanbHOro BpeMeHu

- MuHumanbHas Harpyska Ha 3awWwmiaemyo CUCTeMy

- Manbiii pacxon Tpadgovka npu 06HOBNEHNSIX

- PasHoobpasHblie HacTpoiiku

- [pocTtoTa ynpasneHus

- CTunbHbIA 1 yoOOHbIN NHTEPEIC

Kniouesble chyHKLUMN

- MNpoBepka 06bEKTOB aBTO3amnycka, CMEHHbIX HOCUTENEN NHopMaLnn, CeTEBbIX U

Norn4yeckmx AMUCKOB, NOYTOBbIX DOPMATOB, cpa|7|nos N KaTtasoros, BKJ/il04asd ynakoBaHHbIE U
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Haxogswumecs B apxmBax

- Bbibop TMna ckaHnpoBaHns: BbICTPoe, NONHOE U BbIGOPOYHOE

- AHTMBMpPYCHas NpoBepKa BPYYHYHO, aBTOMATUYECKUN UK N0 3apaHee COCTaBNEHHOMY
pacnncaHuio

- 3awwuTa HacTpoek MoHuTopa SplDer Guard® naponem 0T HeCaHKLUNOHUPOBAHHOIO
N3MEHEeHNs

- [NpvMeHeHne neincTBriA ANs 3apa>keHHbIX, NOA03PUTENbHBIX 06 bEKTOB M 06 bEKTOB
LPYroro Tuna, BKNo4as nevyeHune, nepemMelleHne B KapaHTuH 1 yaaneHue, B TOM Yucne B
cny4yae ecnv BolbpaHHOe paHee AeliCcTBME 0Ka3anoCb HEBO3MOXHbIM

- WcknioyeHne n3 nposepku nyTen n gpannos no 3anpocy nonb3osaTtens
O6HapyxeHne 1 yaaneHvme BUpYCoB, CKPbITbIX MN04 HEU3BECTHLIMU YNaKOBLMKAMM
Pernctpauns BpemeHmn cobbiTns, 06 bekTa NPOBEPKM U TUMa BO3AENCTBUS HA HETO
3arpyska 06HOBNEHWUA aBTOMATUYECKM (MO pacnncaHuio) unm no TpebosaHuio
ABTOMaTMYeckoe ornoBeLleHne (B TOM YCe C NOMOLLbIO 3BYKOBbIX YBEAOMIIEHUI) O
BUPYCHbIX COBbITMAX

- W3onsuma sapaxeHHbIx pannos B KapaHTUHE C BO3MOXHOCTbIO 3a4aHNS BPEMEHN
XpaHeHnst 06 beKTOB B KAPaHTMHE 1 ero MakcuMasnbHOro pasmepa

- JleyeHne, BOCCTAHOBNEHNE MW YOANEHNE NEPEMELLEHHbIX B KapaHTMH 06 beKTOB

- BeneHue nogpobHoro otyeTta o pabote

- JocTynHocTb Moaynew B BuAe YyTUINT KOMaHAHON CTPOKN, C BO3SMOXHOCTbIO UX
BCTpavBaHUs B UCNONb3yeMble Ans obcnyxusaHus cuctembl Apple Scripts.

INnueHsupoBaHue
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Buabl nuueH3vin

- Mo qymcny 3aumiaemblx pa60L||/|x CTaHUWNA.

BapuaHTbl nULEH3UNA

- AHTUMBUMpPYC.
- AHTMBMpPYC + LleHTp ynpasneHus.

TexHonoruum

YHUKanbHbie BO3MOXHOCTH aAnpa

- [NpoBepka apxmBoB NtOOOro ypPOBHS BNOXEHHOCTY

- BbisiBNeHue ¢ BbicoYaiwei CTeneHbo TOYHOCTY YNakOBaHHbIX BPELOHOCHbIX 00 bEKTOB,
Naxe ynakoBaHHbIX Hen3eecTHbIM Dr.Web meTonom, pa3bop vnx Ha OTAeNbHbIE KOMMOHEHTHI 1
neTanbHblli aHann3 B Lensix 06HapyXeHns CKPbITbIX Yrpo3.

- JlnpepctBo B OETEKTMPOBAHMM U HENTpann3aunm CNoXHbIX BUPYCOB, TAKMX Kak
Shadow.based (Conficker), MaosBoot, Rustock.C, Sector.

- WNHTennekTyanbHble TEXHONOMMN NPOBEPKUN NAMATH NO3BONAIOT 6N1OKNPOBATH aKTUBHbIE
BMPYCbl 4O NOSIBNEHNS UX KOMWIA HA XECTKOM AUCKE KOMMNbIOTepa, 4TO CHUXAaeT BEPOATHOCTb
NCNoNb30BaHNs BPedoHOCHbIM [10 ya3BMMOCTE CTOPOHHMX MPUIOXEHUA N OnepaunoHHOMN
CUCTEMBI.

- OBHapy>XeHue 1 HENTPanM3nunus BUPYCOB, CYLLECTBYIOWNX B ONEpaTMBHOM NaMsATh 1
HUKOr ia He BCTpeYarwmxcsa B Buae oTaeNbHbIX oannos, Takux kak Slammer n CodeRed.

Bopb6a c HeM3BEeCTHbIMU YIpoO3amMm
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- FLY-CODE — He umetowas aHanoros TEXHONOMMS yHUBepcanbHOM pacnakoBku, KoTopas
NMO3BONISET pacnakosbiBaTb HemdsecTHble Dr.Web ynakosmku.

- YHukanbHasa TexHonorusa HecurHatypHoro noucka Origins Tracing™ nossonsietr Dr.Web ¢
BbICOKOW [ONel BEPOSATHOCTM pacno3HaBaTtb BUPYChI, elle He 3BECTHblE BUPYCHOW 6a3e
Dr.Web

- 9BpucTtnyecknin aHannzatop Dr.Web HageXxHO oeTekTnpyeT Bce pacnpocTpaHeHHble
TUNbI YrpO3, ONPeaensas ux Knacc no pedynbtaram NpoBeAeHHOro pasbopa 1 xapakTepHbIM
NpU3HaKam.

O6HoBNeHus

Bcerpa aktyanbHbiv

- [MNpouecc 06HOBNEHMS MPOMCXOANT HE3AMETHO ONS NONb30BATENS — MPU NOOK/OHEHNM
K ceTn IHTepHeT, No 3anpocy uiv no pacnmcaHuio.

- 3arpyska ocyulectBnsieTcs 6bICTpO (faxe Ha MeaneHHbIX MOAEMHbIX COEANHEHUSIX).

- Bcerpa nmetotcs noctynHble cepBepbl 0OHOBEHWIA.

- Mo 3aBepweHnn 06HOBNEHNS B OONbLIMHCTBE CNyYaeB He TpebyeTcs nepesarpyxartb
KoMmnbtoTep: Dr.Web cpasy rotos k paboTe ¢ NCNONb30BaAHMEM CaMbIX CBEXUX BUPYCHbIX 6a3.

- OBHOBNEHMs OTnnyatoTcs HebonbwuMmn pasmepamm — B npeaenax 50—200 Kb.

- Ina sKoHOMUK Tpagomka MOXHO HACTPOUTbL MPUEM TONbKO OOHOBNEHMNI BUPYCHbIX 6a3.
Bkntoyatb 9Ty onuuio He pekoMmeHayeTtcd. Dr.Web ¢ uenbio npotneoaencTBUS HOBbIM
Knbepyrpo3am NOCTOSHHO COBEPLLEHCTBYETCS. HOBble BO3MOXHOCTU BKOHAKOTCS B
06HOBNEHHbIE MOLY N @aHTUBUPYCHOrO NakeTa 1 aBTOMaTUYECKUN 3arpyXXatoTCsi C CEPBEPOB
KOMMaHun nNpu o4epeHOM OOHOBNEHNN.

- CkaumBatb 0OHOBNEHUSI MOXHO B BUAE 3aapXUBUPOBAHHBIX (palinoB — TEM CaMbIM
Tpaduk aKoHOMUTCH. [INg yMEeHbLIEHUS pa3MePOB CkadynBaeMbix 0OHOBNEHUA KOMMAHNSA
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«[JokTop Beb» ncnonb3yet cneunanbHblil anropuTM cxXaTtusi nepenasaeMblx AaHHbIX. Mpy
HE3HaYNTENbHOM UCMPABNEHNN NN OOMONHEHWMN B BUPYCHbIX 6a3ax nnm Moaynsax nporpammbl
NPUMEHSIIOTCS doainbl-Natyn, 4To cokpalaeT 06 bem nepenaBaeMblx AaHHbIX B AECATKM pas.

Cnyx6a BUPYCHOIro MOHUTOPUHra

- Cnyx6a BMPYCHOro MOHUTOPWHra KoMnaHun «oktop Beb» cobupaet no Bcemy mMunpy
06pa3subl BpeAOHOCHbLIX 06 BEKTOB, N3rOTaBANBAET K HUM NPOTUBOSANS U BbiyckaeT
«ropsiyne» 0BHOBNEHNSI MO MEPE aHanmn3a HOBOW Yrpo3bl — A0 HECKONbKMX pa3 B Yac.

- C MOMeHTa Bbinycka Takme 06HOBNEHNS Cpaldy CTAHOBSATCSA AOCTYMHbIMK ANS BCEX
nonb3osatenei Dr.Web ¢ Heckonbkunx cepBepoB 0OHOBNEHMS B Pa3HbIX TOYKAX 3EMHOrO Wwapa.

- C uenbto nsbexartb N0XHbIX cpabaTbiBaHWin 0OHOBNEHNS Nepea BbilMyCKOM TECTUPYIOTCS
Ha OrPOMHOM MaCCVBE YUCTbIX (painnos.

- MHTennekTyanbHas cucteMa aBTOMaTU3NPOBAHHOIO A06aBNEHNS POACTBEHHbIX BMPYCOB
NO3BO/NISIET MAKCMabHO ONepPaTUBHO HENTPaNN30BaTh BUPYCHbIE aTaky.

CuctemHble TpeboBaHus

- Mac OS X 10.4 v Bblwe
- [lpoueccop Intel
- CB060AHOE NPOCTPAHCTBO Ha XecTkom ancke: ~30 M6.
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