Dr.Web ana Mac OS X + Dr.Web Security Space

Dr.Web ona Mac OS X + Dr.Web Security Space

MNMpenmyuiectsa

- YDOOHbI LEHTP ynNpaBneHns

- Bbicokas ckopocTb ckaHupoBaHus

- BosMoxHOCTb co3paHus cobCTBEHHbBIX NPOGOMNE CKaHNPOBAHNSA
- HapexHas 3awmrta B pexuvme peanbHOro BpeMeHu

- MuHumanbHas Harpyska Ha 3awWwmiaemyo CUCTeMy

- Manbiii pacxon Tpadgovka npu 06HOBNEHNSIX

- PasHoobpasHblie HacTpoiiku

- [pocTtoTa ynpasneHus

- CTunbHbIA 1 yoOOHbIN NHTEPEIC

OnucaHune

- BawuTtnte 2 KomnbtoTepa nod ynpasneHnem Mac OS X n Wndows B TeyeHune 2 ner!
- USB-Hakonutenb emkocTtbio 2 GB — B nogapok!
- Dr.Web Mobile Security Suite 6ecrnnaTtHo

CucrteMHble TpeboBaHUS

1. Ins Windows: 7/Vista/XP/2000 SP 4 + Rollup 1 (32- n 64-6uTHble cnctembl). CBobonHoe
MPOCTPAHCTBO Ha XeCcTKOM aucke: ~88 M6
2. IOna Mac: Mac OS X 10.4 v Bblwe (32- n 64-6uTHble cncTtembl). CeBobonHoe
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MPOCTPAHCTBO Ha XeCcTKOM aucke: ~36 M6

Kniouesble chyHKLUMN

- [NpoBepka 06 beKTOB aBTO3amnycka, CMEHHbIX HOCUTENE MHpopMaLMn, CeTEBbLIX U
NIOrM4yeckmnx OMCKOB, NOYTOBLIX POPMAaTOB, (PaNNOB M KaTasnoros, BK/OYas ynakoBaHHbIE U1
Haxogswumecs B apxmBax

- Bbibop TMna ckaHnpoBaHns: BbICTPoe, NONHOE U BbIBOPOYHOE

- AHTUBMpPYCHas NpoBepKa BPYYHYIO, aBTOMATUYECKUN UK MO 3apaHee COCTaBNEHHOMY
pacnncaHuio

- 3awwuTta HacTpoek MoHuTopa SplDer Guard® naponem 0T HeCaHKLUNOHUPOBAHHOIO
N3MEHEeHNs

- [NpvMeHeHne neincTBriA ANs 3apa>keHHbIX, NOA03PUTENbHBIX 06 bEKTOB M 06 bEKTOB
LPYroro Tmna, BKo4as nevyeHune, nepemMelleHne B KapaHTuH 1 yaaneHue, B TOM Y1ucne B
cny4yae ecnv BolbpaHHOE paHee AelicTBME 0Ka3anoCb HEBO3MOXHbIM

- WcknioyeHne na nposepku nyTen n gpannos no 3anpocy nonb3osarens
O6Hapy>xeHne 1 yaaneHme BUpYCoB, CKPbITbIX MN0A HEU3BECTHLIMU YNaKOBLMKAMM
Pernctpauns BpemeHmn cobbiTns, 06 bekTa NPOBEPKM U TUMa BO3AENCTBUS HA HETO
3arpyska 06HOBNEHWUn aBTOMaTUYECKM (MO pacnncaHunio) unm no TpebosaHuio
ABTOMaTMYeckoe ornoBeLleHne (B TOM YCe C NOMOLLbIO 3BYKOBbIX YBEAOMIIEHUI) O
BUPYCHbIX COBbITMAX

- W3onsuma sapaxeHHbIx pannos B KapaHTUHE C BO3MOXHOCTbIO 3a4aHNS BPEMEHN
XpaHeHnst 06 beKTOB B KAPaHTMHE 1 ero MakcuMasnbHOro pasmepa

- JleyeHwne, BOCCTAHOBNEHNE MW YOANEHNE NEPEMELLEHHbIX B KapaHTMH 06 beKTOB

- BeneHue nogpobHoro otyeTta o pabote

- JocTynHocTb Moaynew B BuAe YyTUINT KOMaHAHOM CTPOKN, C BO3SMOXHOCTbIO UX
BCTpavBaHUsi B UICNONb3yeMble Ans 0b6cnyxuBaHus cuctembl Apple Scripts
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Uro B KOpobke?

2 NUUEH3NOHHbIX cepTudpukarta gna 1 MK Ha 2 roga kaxablit. [1lpy nocnenoBaTenbHOM pernctpaumm o

- 1030 nHewt — ecnu kopobka bbina nprobpeTeHa Ans NPOANEHNS NMLEH3NN
- 880 oHei — ecnu Bbl cobupaeTeck nonb3osatbes Dr.Web Bnepsble
- USB-Hakonutens 2 I'b, Ha koTopom 3anucaHbl: Dr.Web ona Mac OS X, Dr.Web Security Space (¢

YHUKanbHble BO3MOXHOCTHU agpa

- [lpoBepka apxmBoB Nt0BOro YpPOBHS BNIOXEHHOCTMU.

- Bbicoyaiiwas TO4HOCTb BbISIBNEHNS yNakOBaHHbIX BPELOHOCHbIX OO bEKTOB (Aaxe Tex,
KOTOpble ynakoBaHbl Hen3BecTHbIM Dr.Web MeTonom), pasbop ux Ha KOMMOHEHTbI 1
neTanbHbli aHaNN3 ¢ Lenbio 06HapyXeHUs CKPbITbIX Yrpos.

- IleTtekTupoBaHue N HeMTpanM3auns CNoXHblX BUPYCOB, Takux kak Shadow.based
(Conficker), MaosBoot, Rustock.C, Sector — B aTom Dr.Web HeT paBHbIX.

- WNHTennekTyanbHble TEXHONOMMN NPOBEPKUN NaMATH NO3BONAIOT 610KMPOBaTL aKTUBHbIE
BMPYCbI 0O NOSABNIEHNS UX KOMUIA HA XECTKOM AUCKE KOMMbIOTEPa, YTO CHUXAaeT BEPOSATHOCTb
MCNONb30BaHNS BPeAOHOCHbIM 10 ya3BMMOCTEN YCTAHOBNEHHbIX NPOrpamMm Unm
onepaunoHHON CUCTEMBI.

- O6Hapy>XeHune 1 HelTpannsaums BUpycoB, KOTOPbIe AEACTBYIOT B OrepaTUBHOM NamMaTu
N HUKOr a He BCTPeYaloTCs B BUAe OTAeNbHbIX dpannos (Hanpumep, Slammer n CodeRed).

3/5



Dr.Web ons Mac OS X + Dr.Web Security Space

Bopb6a ¢ HeM3BECTHbIMU YIrpPo3aMu

- FLY-CODE — He uMmetowas aHanoroB TEXHONOMMS YHUBEpPCanbHOW pacnakoBku (pannos,
3anakoBaHHbIX Hen3BecTHbIMM Dr.Web cnocobamu.

- YHukanbHasa TexHonorusa HecurHatypHoro noucka Origins Tracing™ nossonsiet Dr.Web ¢
BbICOKOW [ONE BEPOATHOCTM pacno3HaBaTb BUPYChI, elie He BHECEHHbIE B BUPYCHYIO 6aay.

- 9BpucTtnyecknin aHannzatop Dr.Web acbdekTnBHO OeTekTnpyeT Bce
pacrnpocTpaHeHHble TUMbl Yrpo3, onpenensas nx knacc no pesynbtaram NpoBeneHHOro
pasbopa 1 xapakTepHbIM NPU3HaKaM.

Bcerpa aktyanbHbiv

- [MNpouecc 06HOBNEHMS MPOMCXOANT HE3AMETHO ONS NONb30BATENS — MPU NOOK/OHEHNM
K ceTn IHTepHeT, No 3anpocy uiv no pacnmcaHuio.

- 3arpyska ocyulectBnsieTcs 6bICTPO (faxe Ha MeaneHHbIX MOAEMHbIX COEANHEHNSIX).

- Bcerpa nmetotcs noctynHble cepBepbl 0OHOBEHWIA.

- Mo 3aBepweHnn 0b6HOBNEHNS B OONbLIMHCTBE CNyYaeB He TpebyeTcs nepe3arpyxartb
KoMmnbtoTep: Dr.Web cpasy rotos k paboTe ¢ NCNONb30BaAHMEM CaMbIX CBEXUX BUPYCHbIX 6a3.

- OBHOBNEHMs oTnnyatoTcs HebonbwuMmn pasmepamm — B npeaenax 50—200 Kb.

- Ina sKoHOMUK Tpagomka MOXHO HACTPOUTbL MPUEM TONbKO OOHOBNEHMNI BUPYCHBIX 6a3.
Bkntoyatb 9Ty onuuio He pekoMmeHayeTtcd. Dr.Web ¢ uenbio npoTneBoaencTBus HOBbIM
Knbepyrpo3am NOCTOSHHO COBEPLLEHCTBYETCS. HOBble BO3MOXHOCTUN BKOYAKOTCS B
0OHOBNEHHbIE MOLY N @aHTUBUPYCHOrO NakeTa 1 aBTOMaTUYECKUN 3arpyXatoTCsi C CEPBEPOB
KOMMaHUn Npu o4epeHOM OOHOBNEHNN.

- CkaumBatb 0OHOBNEHUSI MOXHO B BUAE 3aapXUBUPOBAHHBIX (palinoB — TEM CaMbIM
Tpaduk aKoHOMUTCH. [1Ng yMEeHbLIEHUS pa3MeEPOB CkadyBaeMbix 0OHOBNEHNA KOMMAHNSA
«[JokTop Beb» ncnonbayet cneunanbHblil anropuTM cxXaTtusi nepenasaeMblix AaHHbIX. Mpy
HEe3Ha4YNTENbHOM UCMPABNEHNUN NN OOMONHEHWMN B BUPYCHbIX 6a3ax nnm Moaynsax nporpammbl
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NPUMEHAIOTCA C*)aVI}'IbI-I'IaT'-II/I, 4TO CcoKpauwaet obbem nepenasaemblX OaHHbIX B OECATKN pas.

Cnyx6a BUPYCHOIr0 MOHUTOPUHra

- Cnyx6a BMPYCHOro MOHUTOPWHra KomnaHum «oktop Beb» cobmpaet no Bcemy mMmnpy
06pa3subl BpeAOHOCHbLIX 06 BEKTOB, N3rOTaBANBAET K HUM NPOTUBOSANS U BbiyckaeT
«ropsiyne» 0BHOBNEHNSI MO MEPE aHann3a HOBOW Yrpo3bl — A0 HECKONbKMX pa3 B Yac.

- C MOMeHTa Bbinycka Takme 06HOBNEHNS Cpaldy CTAHOBSATCSA AOCTYMHbIMK ANS BCEX
nonb3osatenei Dr.Web ¢ Heckonbkunx cepBepoB 0OHOBNEHMS B Pa3HbIX TOYKAX 3EMHOrO Wwapa.

- C uenbto nsbexartb N0XHbIX cpabaTbiBaHWin 0OHOBNEHNS Nepea BbilMyCKOM TECTUPYIOTCS
Ha OrPOMHOM MaCCVBE YUCTbIX (painnos.

- MHTennekTyanbHas cucteMa aBTOMaTU3NPOBAHHOIO A06aBNEHNS POACTBEHHbIX BMPYCOB
NO3BO/NISIET MAKCMabHO ONepPaTUBHO HENTPaNN30BaTh BUPYCHbIE aTaky.
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