Dr.Web onsa Mac OS X

AnTuBMpyc Dr.Web ana Mac OS X

3auimta oT BUPYCOB U Apyroro BpeaoHocHoro MO, HanucaHHOro ons UHULMPOBaHUS
He TonbkKo Mac OS X, HO U apyrux onepaumuoHHbIX CUCTEM

- YDOOHbI LEHTP ynpaBneHns

- BbiCcOokas ckopoCTb CKaHNPOBaHUS

- BosMoxHocTb co3paHusi cobCTBEHHbBIX NPOdOMNEl CKaHNPOBaHNSA
- HapexHas 3awmTa B pexunme peanbHOro BpeMeHm

- MuHumanbHas Harpyaka Ha 3awWwmilaemMyo CUCTemy

- Manbii pacxon Tpagmka npu 06HOBNEHNSX

- PasHoobpasHble HacTpoiiku

- [lpocToTa ynpasneHus

- CTuNbHbIA 1 yOoOHbIA HTEPEiiC

Kniouesble chyHKLUMN

- MNpoBepka 06bEKTOB aBTO3amnycka, CMEHHbIX HOCUTENEN NHopMaLnn, CeTEBbIX U
NOrNYecKnx OMCKOB, NOYTOBLIX hopmMaToB, hannoB 1 KaTtanoros, BK/OYas ynakoBaHHbIE U
Haxogswmecs B apxmBax

- Bbibop TMNa ckaHupoBaHusi: bbicTpoe, NONHOE U BbIBOPOYHOE

- AHTMBMpPYCHas NpoOBepKa BPYYHYH, aBTOMATUYECKUN U NO 3apaHee COCTaBNEHHOMY
pacnmcaHunto

- 3awwuTa HacTpoek MoHuTopa SplDer Guard® naponem 0T HeCaHKLUMOHNUPOBAHHOIO
N3MEHEHNS

- MNpumeHeHVe gencTBuiA ANs 3apa>kKeHHbIX, NOA03PUTENbHBIX 06 BEKTOB M 00 HEKTOB
LPYroro TMna, BKAo4as nevyeHune, NnepeMeILeHne B KapaHTuH U yaaneHue, B TOM Yucne B
cny4yae ecnv BolbpaHHOe paHee AelCTBME 0Ka3anoCb HEBO3MOXHbIM

- WcknioyeHme na npoBepkn NyTein n gpannos no 3anpocy nonb3osaTtens

- O6Hapy>XeHune 1 yaaneHue BUPYCOB, CKPbITbIX NOM HEM3BECTHBLIMI YNaKOBLUMKAMM

- Pernctpauns BpemeHu cobbiTnsi, 06 bekTa NpoBEPKN 1 TMna BO3AENCTBMS HA HETO
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- 3arpyska 06HOBNEHWI A aBTOMATMYEeCKM (MO pacnucaHnto) nnm no TpebosBaHnto

- ABTOMaTU4eckoe ornoBselleHne (B TOM YMCEe C MOMOLLbIO 3BYKOBbIX YBEOOMNEHNIA) O
BUPYCHBIX CODbBITUSIX

- W3onsuma sapaxeHHbIx pannos B KapaHTUHE C BO3MOXHOCTbIO 3a4aHNS BPEMEHN
XpaHeHnst 06 beKTOB B KAPaHTMHE 1 ero MakcuMasnbHOro pasmepa

- JleyeHwne, BOCCTAHOBNEHNE MW YOANEHNE NEPEMELLEHHbIX B KapaHTMH 06 beKTOB

- BeneHue nogpobHoro otyeTta o pabote

- JocTynHocTb Moaynew B BuAe YyTUINT KOMaHAHON CTPOKN, C BO3SMOXHOCTbIO UX
BCTpavBaHUsi B UICNONb3yeMble Ans 0b6cnyxuBanms cuctembl Apple Scripts

CuctemHble TpeboBaHus

- Mac OS X 10.4 v Bblwe
- [lpoueccop Intel
- CB060AHOE NPOCTPAHCTBO Ha XecTkoM aucke: ~30 M6

YHUKanbHble BO3MOXHOCTHU agpa

- [lpoBepka apxmBoB Nt0BOro YpPOBHS BNIOXEHHOCTMU.

- Bbicoyaiiwas TO4HOCTb BbISIBNEHNS yNakOBaHHbIX BPELOHOCHbIX OO bEKTOB (Aaxe Tex,
KOTOpble ynakoBaHbl Hen3BecTHbIM Dr.Web MeTonom), pasbop ux Ha KOMMOHEHTbI 1
neTanbHbIi aHaNN3 ¢ Lenbio 0BHapyXeHUs CKPbITbIX Yrpos.

- letekTupoBaHue N HeEMTpanM3auns CNoXHblX BUPYCOB, Takux kak Shadow.based
(Conficker), MaosBoot, Rustock.C, Sector — B aTom Dr.Web HeT paBHbIX.

- MHTennekTyanbHble TEXHONOMMN NPOBEPKUN NaMATH NO3BONAIOT 610KMPOBATL aKTUBHbIE
BMPYCbI 00 NOSABNIEHNS UX KOMUIA HA XXECTKOM AUCKEe KOMMbIOTEPa, YTO CHUXAaeT BEPOSATHOCTb
MCNONb30BaHNS BPeAOHOCHbIM 10 ya3BMMOCTEN YCTAHOBNEHHbIX NPOrpamMm Unm
onepaunoHHON CUCTEMBI.

- O6Hapy>XeHune 1 HelnTpannsaums BUpycoB, KOTOPbIe AEACTBYIOT B OrnepaTUBHOM NamMaTu
N HAKOr a He BCTPeYaloTCs B BUAe OTAeNbHbIX dpannos (Hanpumep, Slammer n CodeRed).

Bopb6a ¢ HeM3BECTHbIMU YIrpo3amMu
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- FLY-CODE — He uMmetowas aHanoroB TEXHONOMMS YHUBEPCanbHOW pacnakoBku (pannos,
3anakoBaHHbIX Hen3BecTHbIMM Dr.Web cnocobamu.

- YHukanbHasa TexHonorusa HecurHatypHoro noucka Origins Tracing™ nossonsietr Dr.Web ¢
BbICOKOW [ONE BEPOATHOCTM pacno3HaBaTb BUPYChI, elie He BHECEHHbIE B BUPYCHYIO 6aay.

- 9BpucTtmyecknin aHannzatop Dr.Web acbdekTnBHO OeTekTnpyeT Bce
pacrnpocTpaHeHHble TUMbl Yrpo3, onpenensas nx knacc no pesynbtaram NpoBeneHHOro
pasbopa 1 xapakTepHbIM NPU3HaKaM.

Bcerpa aktyanbHbiv

- MNpouecc 06HOBNEHMS MPOMCXOANT HE3AMETHO ONS NONb30BATENS — MPU NOOK/OHEHNM
K ceTn IHTepHeT, No 3anpocy uiv no pacnmcaHuio.

- 3arpyska ocyulectBnsieTcs O6bICTpO (faxe Ha MeaneHHbIX MOOEMHbIX COEANHEHUSIX).

- Bcerpa nmetotcst noctynHble cepBepbl 0OHOBNEHNIA.

- Mo 3aBepweHnn 0b6HOBNEHNS B OOMbLIMHCTBE CNyYaeB He TpebyeTcs nepesarpyxartb
KoMmnbtoTep: Dr.Web cpasy rotos k paboTe ¢ NCNONb30BaAHMEM CaMbIX CBEXUX BUPYCHbIX 6a3.

- O6HoBneHNs oTnnyatoTcs HebonbwnMm pasmepamm — B npegenax 50-200 Kb.

- 1ns aKOHOMMKM Tpadhmka MOXHO HACTPOUTb NPUEM TONbKO 0OHOBNEHNIA BUPYCHbIX 6as.
Bkntoyatb 9Ty onuuio He pekoMmeHayeTtcd. Dr.Web ¢ uenbio npotneBoaencTBUS HOBbIM
Knbepyrpo3am NocTOsIHHO COBEpPLIEHCTBYeTCS. HoBble BO3MOXHOCTM BK/OYAKOTCS B
0OHOB/NIEHHbIE MOLY NN aHTUBMPYCHOMO NakeTa 1 aBTOMaTMYECKW 3arpyXarTcsi C CepBepoB
KOMNaHum npu o4epenHoM 0OHOBNEHUN.

- CkaumBatb 0OHOBNEHUSI MOXHO B BUAE 3aapPXMBUPOBAHHbIX (paiiioB — TEM CaMbiM
Tpaduk 3KOHOMMTCS. [INg yMeHblIeHNs pa3MepoB CKa4yMBaeMbix OOHOBNEHUI KOMNAHWS
«[lokTop Beb» ncnonb3yeTt cneumanbHblii anropuTM cxxaTtus nepenaBaemblx AaHHbIX. [pu
HEe3Ha4yMTeNbHOM MCNpPaBNEHNN U OOMOMHEHUN B BUPYCHbIX 6a3ax unm Mooynsix nporpamMmbl
NPUMEHATCS dhainbl-naTyn, 4To cokpallaetT 06beM nepeaaBaeMblx JaHHbIX B 0ECATKM pas.

Cnyx6a BUPYCHOIro0 MOHUTOPUHra

- Cnyx6a BMPYCHOro MOHUTOPUWHra KoMnaHun «oktop Beb» cobupaet no Bcemy Mupy
06pa3subl BpeAOHOCHbLIX 06 BEKTOB, N3rOTaBANBAET K HUM NPOTUBOSANS U BbiyckaeT
«ropsiyne» 0BHOBNEHNSI MO MEPE aHann3a HOBOW Yrpo3bl — A0 HECKONbKMX pa3 B Yac.

- C MOMeHTa Bbinycka Takme 06HOBNEHNS Cpasdy CTAHOBSATCSA AOCTYMHbIMK ANS BCEX

3/4



Dr.Web onsa Mac OS X

nonb3osatenei Dr.Web ¢ Heckonbkinx cepBepoB 0OHOBNEHMS B Pa3HbIX TOYKAX 3EMHOrO Wwapa.

- C uenbto nsbexartb N0XHbIX cpabaTbiBaHWin 0OHOBNEHNS Nepea BbilMyCKOM TECTMPYIOTCS
Ha OrPOMHOM MaCCVBE YMCTbIX (painnos.

- WHTennekTyanbHas cucteMa aBTOMaTU3NPOBAHHOIO A06aBNEHNS POACTBEHHbIX BMPYCOB
NO3BO/NIIET MAKCMMabHO ONepaTUBHO HENTPaNN30BaTh BUPYCHbIE aTaky.

Buabl nuueH3un

- [Mo yucny 3awmwaembix paboymx cTaHumi

BapuaHTbl nMLEH3NX

- AHTUMBMpPYC
- AHTuMBUMpPYC + LleHTp ynpasneHuns
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