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Dr.Web ons cepsepoB Novell NetWare

CucteMHble TpeboBaHUs

- Novell NetWare o1 Bepcuun 3.12 0o sepcum 6.5.

Dr.Web onsa cepsepoB Novell NetWare npenHasHadyeH ans npoBepku oannoBbiX XPaHWUIuL,
non ynpaeneHnem NetWare Ha Hanuume BupycoB. OH cTabunbHO LEMOHCTPUPYET BbICOKME
NPOOYKTUBHOCTb W KAYECTBO OEeTEKTUPOBaHMUS, MPUYEM CKOPOCTb U NPON3BOANTENbHOCTb
CKaHVPOBAHNS OrPaHNyYMBAIOTCS NULLb annapaTHbIMM BO3MOXHOCTAMM 3almMwaemMoro cepsepa.
[Mporpamma 3anyckaeTcs Ha cepBepe Kak 3arpyxxaemblin mogynb (Mooynb NLM). YnpasneHune
aHTMBMPYCOM OCyWeCTBNSieTCA MO0 Yepes KOHCOb cepBepa, MO0 Yepes yaaneHHyto
KOHCO/b C paboyeit cTaHunN.

Kniouesbie chyHKLUMN

- [lpoBepka TOMOB cepBepa Mo 3apaHee 3a4aHHOMY pPacnucaHuio N 3anpocy
afMuHucTpartopa

- [lpoBepka «Ha nety» BCcex (pannos, NPOXoOsWmxX Yepes cepsep

- MHoronoTo4Has nposepka
ABTOMaTMYECKOE OTK/IIOYEHNE OT cCepBepa CTaHUUM — UCTOYHMKA BUPYCHOM Yrpo3bl
CkaHunpoBaHus o 3anpocy agMuHucTparopa
CkaHunpoBaHus No pacnmcaHuio
CkaHvnpoBaHune pannos no goopmarty unm no 3agaHHoMy CNuUCKy pacmvpeHui,
NCKNIOYEHNE OTAENbHbIX KAaTanoros Uiy TOMOB U3 MPOBEPKU, CKaHNUPOBaHNE BCeX 0O bEKTOB

- [MpoBepka Ha BUPYCbl 3BPUCTUYECKUM aHaNN3aTopOM
- [MpoBepka ynakoBaHHbIX, 3aapPXMBMPOBAHHBIX U MOYTOBbLIX (0annos
- [MpoTokonvpoBaHne NpoBEPKM; yNpaBneHve getanusaumnein npoTokona
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- YBepomneHusi 06 obHapyXeHn MHPULMPOBaHHbIX 06 bEKTOB

- JleyeHwne, yoaneHve nnm nepemelleHne MHPULMPOBaHHbIX 06 EKTOB B KAPaHTUH

- ALMVHUCTPUPOBAHNE aHTMBMPYCA, MOHUTOPVHT ero AeACTBUIA NO 3awmnTe cepsepa,
ONTMMM3aUNS HACTPOEK, HACTPOIKA CUCTEMbI OMOBELLEHNS O BUPYCHBIX COOBITUSX NPV NOMOLLY
KOHCONU cepBepa Nnn yoaneHHoW KOHCONM

- MrHoBeHHOe onoBelleHe aaMUHUCTPATOopPa, APYrMX NoNb30BaTENEN 1 UX rPynn no
9NEeKTPOHHOM noyTe

- OrtnpaBka HacTpavBaeMblX yBELOMIEHWIA

- BepeHune cTatMCTMKM cKaHMpoBaHMS: 0TobpaxeHne nHgopMaunm o BpeMeHn paboThbl
npouecca, 0 KONMMYECTBE NPOBEPEHHBIX (halrinos, 06 06Hapy>XEHHbIX BUpycax

- BeneHve xypHana neicTBuin aHTUBMUpYyCa

- ABTOMaTUyeckme o6HOBNEHMS BUPYCHbIX 6a3

MNMpeuMyLlecTBa

- Wwupoyanwuin cnektp nogaoepxusaembix Bepcuii Novell NetWare — o1 3.12 0o 6.5

- lMopnepxka npoctpaHcTea MMEH NetWare

- He tpebyet 06s3aTenbHON NOAAEPXKKM BCEMM pabo4nUMUN CTAHUMUSIMU U CEPBEPAMU
Kakoro-nmbo o4HOro ceTeBoro NpoTokona

- Bbicokas ckopoCTb CKaHMPOBaHUS OFPOMHbIX MACCUBOB AAHHbIX NPU MUHUMASTbHOW
Harpyske Ha onepaunoHHY0 CUCTEMY — Kak B peXuMe peasibHOro BpeMeHu, Tak 1 no 3agaHuio
agMuHUCTpaTopa

- Bo3MOXHOCTb perynnpoBku cTeneHmn 3arpy3ku npoueccopa, 4To no3songeT 3afasartb
NPUOPUTETHOCTb MpoLLecca CKaHMPOBaHMS B CUCTEME

- [pocTtoTa yctaHoBKM

- LleHTpannsoBaHHOe ynpaBneHue yepes Beb-agmuHncTpaTop LieHTpa ynpasneHus
Dr.Web Enterprise Security Suite

YHUKanbHble BO3MOXHOCTHU agpa

- [poBepka apxmBoB Nt06Oro YPOBHS BNIOXKEHHOCTMU.

- Bbicoyaiiiwas TOYHOCTb BbISIBNEHNS yNakOBaHHbIX BPELOHOCHbIX 0O bEKTOB (oaxe Tex,
KOTOpble ynakoBaHbl Hen3BecTHbIM Dr.Web MeTonom), pasbop ux Ha KOMMOHEHTbI 1
neTanbHbIi aHaNN3 ¢ Lenbio 0OHapyXeHUs CKPbITbIX Yrpos.

- IleTtekTupoBaHue N HEMTPanM3auns CNoXHbIX BUPYCOB, Takux kak Shadow.based
(Conficker), MaosBoot, Rustock.C, Sector — B aTom Dr.Web HeT paBHbIX.
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- WNHTennekTyanbHble TEXHONOrUN NPOBEPKM NAMATI NO3BONAOT 60KMPOBaTb akTUBHbIE
BMPYCbl 00 NOSABNIEHNSA UX KOMUA HA XECTKOM AMCKEe KOMMNbIOTEPA, YTO CHMXAET BEPOATHOCTb
NCNONb30BaHNSA BPeOOHOCHbIM 1O ys3BMMOCTEN YCTaHOBNEHHbIX MPOrpaMm nnm
onepaunoHHON CUCTEMBI.

- O6Hapy>XeHune 1 HelnTpannsaums BUpycoB, KOTOPbIe AEACTBYIOT B OrepaTuBHOM NamMaTu
N HAKOr 4a He BCTPeYaloTCs B BUAE oTAeNbHbIX dpannos (Hanpumep, Slammer n CodeRed).

Bopb6a c HeM3BECTHbIMU YIrpo3amMu

- FLY-CODE — He uMmetowas aHanoroB TEXHONOMMS YHUBEpPCcanbHOM pacnakoBku ¢pannos,
3anakoBaHHbIX Hen3BecTHbIMM Dr.Web cnocobamu.

- YHukanbHasa TexHonorusa HecurHatypHoro noucka Origins Tracing™ nossonsiet Dr.Web ¢
BbICOKOW [ONE BEPOATHOCTM pacno3HaBaTb BUPYChI, elie He BHECEHHbIE B BUPYCHYIO 6aay.

- 9BpucTtmyecknin aHannzatop Dr.Web acbdekTnBHO eTekTnpyeT Bce
pacrnpocTpaHeHHble TUMbl Yrpo3, onpenensas nx knacc no pesynbtaram NpoBeneHHOro
pasbopa 1 xapakTepHbIM NPU3HaKaM.

Bcerpa aktyanbHbiv

- [pouecc 06HOBNEHNS MPOUCXOONT HE3AMETHO ANS MONb30BATENS — MPU NOAKNOHEHNN
K ceTn VIHTepHeT, No 3anpocy uimv rno pacnmcaHuio.

- 3arpyska ocylwecTBnseTcs 6biCTPO (faxe Ha MeANEHHbBIX MOLEMHbIX COEANHEHNSAX).

- Bcerpna umetotcs [OCTYMHbIE CepBEPbl OOHOBNEHUIA.

- [lo 3aBepweHun obHoBNEHMS B BONbLIMHCTBE Cnyyaes He TpebyeTcs nepesarpyxartb
komnbtoTep: Dr.Web cpasy rotos k paboTe C UCMONb30BaHNEM CaMblX CBEXMUX BUPYCHbIX 6a3s.

- OBHOBNEHMs oTnnyatoTcs HebonbwuMmn pasmepamm — B npeaenax 50—200 Kb.

- Ina sKoHOMUK Tpagomka MOXHO HACTPOUTbL MPUEM TONbKO OOHOBNEHMNI BUPYCHBIX 6a3.
Bkntoyatb 9Ty onuuio He pekoMmeHayeTtcd. Dr.Web ¢ uenbio npoTneBoaencTBus HOBbIM
Knbepyrpo3am NOCTOSHHO COBEPLLEHCTBYETCS. HOBble BO3MOXHOCTUN BKOYAKOTCS B
0OHOBNEHHbIE MOLY N @aHTUBUPYCHOrO NakeTa 1 aBTOMaTUYECKUN 3arpyXatoTCsi C CEPBEPOB
KOMMaHUn Npu o4epeHOM OOHOBNEHNN.

- CkaumBatb 0OHOBNEHUSI MOXHO B BUAE 3aapXUBUPOBAHHBIX (palinoB — TEM CaMbIM
Tpaduk aKoHOMUTCH. [1Ng yMEeHbLIEHUS pa3MeEPOB CkadyBaeMbix 0OHOBNEHNA KOMMAHNSA
«[JokTop Beb» ncnonbayet cneunanbHblil anropuTM cxXaTtusi nepenasaeMblix AaHHbIX. Mpy
HEe3Ha4YNTENbHOM UCMPABNEHNUN NN OOMONHEHWMN B BUPYCHbIX 6a3ax nnm Moaynsax nporpammbl
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NPUMEHAIOTCA C*)aVI}'IbI-I'IaT'-II/I, 4TO CcoKpauwaet obbem nepenasaemblX OaHHbIX B OECATKN pas.

Cnyx6a BUPYCHOIro MOHUTOPUHra

- Cnyx6a BMPYCHOro MOHUTOPWHra KoMnaHun «oktop Beb» cobupaet no Bcemy mMunpy
06pa3subl BpeAOHOCHbLIX 06 BEKTOB, N3rOTaBANBAET K HUM NPOTUBOSANS U BbiyckaeT
«ropsiyne» 0BHOBNEHNSI MO MEPE aHanmn3a HOBOW Yrpo3bl — A0 HECKONbKMX pa3 B Yac.

- C MOMeHTa Bbinycka Takme 06HOBNEHNS Cpasdy CTAHOBSATCS AOCTYMHbIMK ANS BCEX
nonb3osatenei Dr.Web ¢ Heckonbkunx cepBepoB 0OHOBNEHMS B Pa3HbIX TOYKAX 3EMHOrO Wwapa.

- C uenbto nsbexartb N0XHbIX cpabaTbiBaHWin 0OHOBNEHNS Nepea BbilMyCKOM TECTUPYIOTCS
Ha OrPOMHOM MaCCVBE YUCTbIX (painnos.

- VHTennekTyanbHas cucteMa aBTOMaTU3NPOBAHHOIO A06aBNEHNS POACTBEHHbIX BMPYCOB
NO3BO/NIIET MAKCMabHO ONepaTUBHO HENTPaNN30BaTh BUPYCHbIE aTaky.

Buabl nuueH3un

- Mo umcny 3awmwaembix cepeepos.

BapuaHTbl nMLEH3NX

- AHTUMBMpPYC
- AHTuMBUMpPYC + LleHTp ynpasneHuns

Mporpammubiin npoanykt Dr.Web nns cepsepos Novell NetWare nuueHanpyetcs Takxe B
coctase komrnnekca Dr.Web Enterprise Security Suite .

Takxe Dr.Web onsa cepsepos Novell NetWare noctyneH B coctaBe 93KOHOMUYHbIX
Komnnektos Dr.Web
LS Manoro v cpegHero 6usHeca.
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