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Dr.Web ons noudtoBbix cepBepoB MS Exchange

AHTUBUMpPYCHas n aHTUCNaM-NpoBepKa Tpadumka, nepenasaeMoro Yyepes rnoytosbie cepsepbl MS E

- Bo3M0OXHOCTb UCNOb30BaHNS B OpraHn3aunsix, Tpedyrowmx NoBbILEHHOrO YPOBHS
6e30nacHOCTN — NPOAYKT MOMHOCTbIO OTBEYaeT TpeboBaHNSAM POCCUIACKOrO
3akoHopartenbcTBa U obnapnaet ceptudpukatamm cootsetcteusg PCTIK Poccun n CB.

- bonblune BO3MOXHOCTM MO YCTAHOBKE M TOHKOM HACTPOMKe B 3aBUCUMOCTHU OT
noTpebHoCTEl KOMMaHUN.

- Bbicokasi cCKopoCTb CKaHMPOBaHWS NPU MUHUMASTbHOW Harpyske Ha onepaunoHHYo
cuctemy, 4to nossonset Dr.Web noeanbHo (pyHKUMOHMPOBATL Ha cepBepax nNpakTuyecku
ntobol KoOHUrypaumm.

- BcTpoeHHbiit aHTucnam, He Tpebytowmnii 0byYeHus (LeNCTBYET C MOMEHTA YCTAHOBKN),
KOTOpPbIA CyWeCTBEHHO CHNUXAaeT Harpy3Ky Ha CepBep 1 yBENIM4MBaeT Npon3BoanTENbHOCTb
Tpyna COTPYOHUKOB KOMMNaHU.

- BoamoxXHOCTb (hunbTpaumm no YepHbiM 1 6eNbIM CNCKaM, YTO NO3BONSET Kak
NCKNOYaTb U3 NPOBEPKM ONpeleneHHble agpeca, Tak U yBenmyinsatb ee a0PEKTUBHOCTb.

- B03MOXHOCTb domnbTpaumm rno tunam annos, 4TO NO3BONSET KOMMNAHUM YMEHbWNTb
0bbeMm Tpagmka.

- Hanuyne mexaHnama rpynnnpoBaHus, YTO NO3BONSET 3a4aBaTb pasnnyHble napameTpbl
A5 pasHblX rpynn cCOTPYAHMKOB, a criefoBaTefibHO — CyLEeCTBEHHO coKpallaeTt BBeaeHne
CUCTEMbl aHTMBUPYCHON 3alNTbl B CTPOM 1 YNPOLWAaET CONPOBOX AEeHNE NPOoayKTa.

- rnbkoe KOHMUIryprpoBaHns napameTpoB 3awWwmnTbl NPpUI0XeHUs Yyepes bpaysep B
yZLOoOHOM And NONb30BaTENS PEXMUME NPU NOMOLWM BEH-KOHCONM aaMUHUCTpaTopa

- Bbicokas npon3BoanMTenbHOCTb U CTabunbHOCTL paboThl Gnarogaps yHKUUM
MHOrOMOTOYHOW NPOBEPKMU.

- YHukanbHble TEXHONOrnn obHapyXeHNs HEU3BECTHbIX (HOBEMWMNX) YNAKOBLUKOB 1
BPELOHOCHbIX 06 BEKTOB.

- [lonHoCTbIO aBTOMATM3MPOBAHHbIA 3amnycK MPUNoXeHNUs (Mpy CTapTe CUCTEMBI).

- YnobHas cnctema 06HOBREHWIA Npy NOMOLWM WTaTHOro nnaHuposwmka Windows.

- VlcyepnbiBatowas 4OKYMEHTaumnsa Ha pyCckoM SA3blke.
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KnioueBble pyHKLUMN

- AHTMBUMpPYCHas 1 aHTMCNaM-NPOBEPKA NOYTOBbLIX COOOIWEHWNIA, B TOM YACNE BNIOXEHHbIX
dannos, «Ha nety»

- AHTUBUPYCHbBIA MOHUTOPUHI COODLWEHMI B MOYTOBLIX AWMKAX NONb30BATENEN, a TakXe
chaiinos B nankax obuero gocTtyna

- AHTMBMpPYCHas NpoBepka TPaH3UTHOrO NOYTOBOr0 NOTOKA, NPOXOAALEro Yepes cepeep
MS Exchange

- JleyeHune NHPULMpPOBaHHbLIX hannoB

- ['pynnuposaHune nonb3osarenen npu nomowwm ActiveDirectory

- [Moppep>xka KOHUENUUN CepBEPHbIX POJSIEN U TPAHCNOPTHbIX areHToB ans MS Exchange
Server 2007/2010

- CkaHupoBaHue C NPUMEHEHNEM 3a4aHHbIX MapaMeTpoB: BbIOOP MakCManbHOro pasmepa
1 TMNOB NPOBEPSIEMbIX 0O BEKTOB, AENCTBUIA (B TOM YMC/e U ANs paifioB, He NoLAaloWmnXCst
NPoBEPKE), a TakXxe cnocoboB 06paboTKmn MHPULNPOBAHHBLIX 0O HEKTOB

- [eTtekTmpoBaHMe BpeLOHOCHbIX 06 bEKTOB B MHOrOKPaTHO 3aapXMBMPOBaHHbIX doainax

- [MprMeHeHne pa3nnyHbIX 4ENCTBUIA B 3aBUCMMOCTI OT BMAA cnama, BKYas
nepeMelleHne B KapaHTuH 1 fobaBneHne npegukca K TeMe nucbMa

- B cnyyae HeobxoanmocTu — nobaBneHne NPOM3BO/NbHbLIX TEKCTOB K OTCbINIaeMbIM
nncbMam

- M3onsaumsa nHmumMpoBaHHbIX 1 NOO03pUTENbHBIX (DAIoB B KApaHTUHE

- YBenomneHve agMuHUCTpaTopa unm gpyrux nonb3oBaTenent 0 BUPYCHbIX MHUMOEHTax

- BepeHune ctatuctmkm paboTbl KOMMAnekca

- ABTOMaTU4Yeckme obHOBNEHMS

YHuKanbHbie BO3MOXHOCTH aAnpa

- [NpoBepka apxmBoB Nt0OOro YypPOBHS BNOXEHHOCTMU.

- Bbicoyaiiwas TO4HOCTb BbISIBIEHNS yNakOBaHHbIX BPEAOHOCHbIX 0O bEKTOB (Aaxe Tex,
KOTOpble ynakoBaHbl Hen3BecTHbIM Dr.Web MeTonom), pasbop ux Ha KOMNOHEHTbI 1
neTanbHblli aHaNN3 ¢ Lefblo 06HapyXeHUst CKPbITbIX Yrpos.

- IHeTtekTupoBaHue N HerMTpanmM3aums CNoXHblX BUPYCOB, Taknx kak Shadow.based
(Conficker), MaosBoot, Rustock.C, Sector — B aTom Dr.Web HeT paBHbIX.

- WNHTennekTyanbHble TEXHONOMMN NPOBEPKUN NAMATH NO3BONAIOT 6N10KNPOBATH aKTUBHbIE
BUPYCbI [0 NMOSBNIEHUS MX KOMUIA HA XXECTKOM AMCKE KOMMbIOTEPA, YTO CHMXAET BEPOSATHOCTb
NCNONb30BaHNS BPeAOHOCHbIM MO ya3BMMOCTEN YCTAHOBNEHHBLIX MPOrpamm nunm
onepaunoHHON CUCTEMBI.

- OBHapy>XeHue n HernTpanm3aums BUPYCcoB, KOTOPblE AENCTBYIOT B ONepaTnBHON NamaTu
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N HUKOr4a He BCTPeYalTCs B BUAE OTAeNbHbIX dparinos (Hanpumep, Slammer n CodeRed).

Bopb6a ¢ HeM3BEeCTHbIMU YIrpoO3amMm

- FLY-CODE — He umetowas aHanoroB TEXHONOMMS YHUBEpPCanbHOM pacnakoBku ¢paninos,
3anakoBaHHbIX HenasecTHbIM1 Dr.Web cnocobamu.

- YHukanbHas TexHonorms HecurHatypHoro novcka Origins Tracing™ nossonset Dr.Web ¢
BbICOKOI [0Nel BEPOATHOCTM pacno3HaBaTh BUPYChI, Ele He BHECEHHbIE B BUPYCHYIO 6asy.

- 9Bpuctunyeckui aHannsatop Dr.Web adppekTBHO OeTekTmpyeT Bce
pacnpoCcTpaHeHHbIe TUMbl Yyrpo3, ONpenenss ux Knacc no peadynbtaram NpoBeaeHHOro
pasbopa 1 xapakTepHbIM NPU3HaKaM.

Mpenmyuwiectsa aHtucnama Dr.Web

- He tpebyet 0byyeHusi n HacTpoOkK Nepen Ucnonb3oBaHneM. B otnmume ot obyyaembix
aHTMCNaM-CUCTEM, MOCTPOEHHbIX, HAaNPUMep, Ha aHanuae no baliecy, OH HaunHaeT
aBTOMaTMYeCKM OeicTBOBaTb C NPUEMOM NEPBOro coobueHns. Taknum obpasom, aHTUCMaMm
Dr.Web He TpebyeT exenHeBHOW paboTbl CUCTEMHOr0 agMUHMUCTpaTopa

- He 3aBuncUT 0T A3blKa, HA KOTOPOM HanMcaHo cooblieHne

- [MNpakTunyeckn He yBennymBaeT BpeMs npuema noythbl

- @unbTpyeT NOYTY B peXMMe peanbHOro BpeMeHu

- CoueTaeT BbICOKYK CKOPOCTb (OUNbTPaLMM C HU3KMM NOTPEBNEHNEM CUCTEMHbIX
pecypcoB

- YmMeeT pasbupatb 06bekTbl N0O0M CTENEHN BNOXEHHOCTH

- MoxeT bykBanbHO Ha neTy BbIbUpaTh NOAXOAALLYO TEXHONOrMO 06paboTkM TOro unm
MHOro 06bekTa B 3aBUCUMOCTM OT KOHBEPTA 0bpabaTbiBaEMOro nucbMa nnu obHapyXEeHHbIX
6nokmpytowmnx o6 beKToB

- He ypanseT oTdomnbTpoBaHHbIE MCbMa, a NepemMellaeT ux B cneumnanbHyo nanky
MOYTOBOW NPOrpamMMbl, Fae UX MOXHO NMPOBEPUTb HA NPeAMET NTOXHbIX cpabaTbiBaHWiA

- o3BonsieT NONMHOCTbIO 0TKA3aTbCS OT YEPHbIX CMIUCKOB — KOMNAHMIO HEBO3MOXXHO
CKOMMNPOMETMPOBATb Yepes3 3I0HAMEPEHHOE BHECEHMWE B HUX

- ABCONIOTHO aBTOHOMEH: Ans ero paboTbl He TPebyeTCA NOCTOSHHON CBA3W C BHELWHWM
CepBepPOM MM JocTyna Kk kakoin-nnbo 6ase aaHHbIX, HTO NO3BONSIET CYWECTBEHHO 9KOHOMUTb
Tpagmk

- Hyxnaetcsi B 0OHOBNEHMU HE Yalle O4HOro pasa B CyTKU — YHUKANbHbIE TEXHOMOM M
pacno3HaBaHNst HeXenaTenbHOM NOYTbl HA OCHOBE HECKOJNIbKMX ThiCSY NPaBu 36aBnsoT OT
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HeO6XO,EI,I/IMOCTVI ckaymeaTtb 4acTble N rpoMO3OKune 06HOBNEHNS

MNMnarunH vaderetro

B npoayktax Dr.Web 3a npoBepky Ha cnam 1 HexxenaTe/NbHble COObWeHNs oTBe4aeT nnaruH
vaderetro, KOTOpPbIA OCYIWECTBASET PUNbTpaumio Yeped cobcTBeHHy0 brubnmoTeky (Vade
Retro). 91a 6ubnuoteka NnocTosiHHO obHoBNsieTCS, obecneynBas HENPePbIBHOE MOBbLIWEHNE
KayecTBa ounbTpaumn. Beicokas npoaykTUBHOCTb OTCEBa NOYTOBOr0 «Mycopa» CO4eTaeTcs C
HW3KMM NoTpebneHnem cMcTeMHbIX pecypcoB. Moatomy aHTucnam Dr.Web agodoekTMBHO
paboTaeT n Ha ycTapeslem obopynoBaHMN.

B 3aBucUMOCTM OT pe3ynbTaToB aHanMaa Kaxaomy nucbMy, obpabotaHHoMy 6ubNMOTEKONA
Vade Retro, paetcs oueHka — uenoe ymcno B guanasoHe ot -10000 go +10000. Yem Bbilue
oueHKa, Tem 60/blie BEPOSATHOCTb, Y4TO NMUCbMO SIBNSIETCS CMaMOM.

MNoporoeoe 3HayveHWe 3agaetca B napameTpe SpamThreshold kKoHurypaumoHHoro ganna
nnarvHa. Ecnu oueHka, nonyyeHHas cooblleHneM, paBHa 3HaYeHno napameTpa
SpamThreshold nnn npesblwaeT ero, To NMMCbMO KnaccuuumnpyeTcs Kak cnam.

3akoH4MB aHann3 nucbMa, bubnmnoteka Vade Retro moxeT nobaBnTb B HErO (B 3aBUCUMOCTM
OT HaACTPOeK nnarvHa) COOTBETCTBYIOWME 3ar0/I0BKMN.

TexHonorun aHTI/ICﬂaM-(*WIﬂpraLIMVI

AHTucnam Dr.Web aHanuanpyeTt nucbma Ha OCHOBE HECKOJIbKUX ThICSY NpaBul, KOTOPble
YCNOBHO MOXXHO pa3butb Ha psa rpynm.
- 9BpPUCTMYECKNN aHaNn3

l'|DGSBbI‘-I€:1IZHO CNoXHas BbICOKOMHTENNEeKTyanbHasa TEXHONOIrna aMnnpn4eckoro aHanmnaa Bcex
yacTeli coobueHns: nons 3aronoeka, tena coobuieHmsa n T.4. AHaﬂI/I3I/|pyeTC$I HE TOJIbKO CaMO

4/8



Dr.Web nns nouytoBbix cepsepoB MS Exchange

cooblweHne, HO 1, B CllyHae Hanmuusl, BOXeHNe K HeMy. OBPUCTMYECKUI aHanM3aTop
MOCTOSIHHO COBEPLIEHCTBYETCS, K HEMY HenpepbIBHO AobaBnsoTcs HoBble npasuna. OH
paboTaeT «Ha onepeXeHne» 1 NO3BOMSIET Pacro3HaBaTh elle HEM3BECTHbIE PA3HOBUAHOCTH
crnama HOBOro NMOKO/EHNS A0 BbiNycka COOTBETCTBYOWEro 06HOBNEHUSI.

- dPunbTpauusa NpoTUBOAEUCTBUS

9710 0aHa 13 Hanbonee nepenoBbiX N 3 PEKTUBHBIX TEXHONOrnin aHTucnama Dr.Web. OHa
3aK/yaeTcs B pacno3HaBaHnm ynoBOK, K KOTOpbIM NpuberatoT cnamepsl ans obxona
aHTucnam-gunbTPOB.

- AHanu3 Ha ocHoBe HTML-curHatyp

CoobuweHuns, B cocTaB kKoTopbix Bxoant HTML-koa, conocTtasnsitoTcs ¢ obpasuamu
HTML-curHatyp B 6ubnunoteke aHTucnama. Takoe cpaBHEHME, B COHETAHUN C UMEIOLUMUCS
LaHHbIMW O pasMepax TUMUYHbIX 4SS cnama n3obpaxxeHuid, 3awmiaeT nob3oBaTtene ot
cnam-coobueHnii ¢ HTML-koaoM, B KOTOpbIE HAaCcTO BKKOYAOTCS OHNANH-N3006paxxeHusl.

- TexHonorus peTeKTMpoBaHWUs cnama rno KOHBepTaM CoobLL.EeHUI

HeTtekTnposaHme noganenok B «wremnensax» SMTP-cepBepoB 1 B opyrux anemMeHTax
3aro/IoBKOB MOYTOBbLIX COOBLWEHMI — HOBEWLEe HanpaBneHe pasBnTms Metonos 60pbObl Co
cnamoM. ALpecy OTnpaBUTENS 3NEKTPOHHOrO COOBLWEHNS HENb3S NOBEPSATb, TakK Kak
3710YMbIWAEHHUKM MOTYT C NErkocTblo ero nogaenatb. danbwmnsbie NMcbMa cogepxart Aaneko
HE TONbKO crnaM. 310 MOryT BbITb MUCTUCOMKALMM UK CPEACTBA AABNEHNS HA NepPCoHan,
HanpuMmep, aHOHUMKK 1 gaxe yrpo3bl. CneuunanbHblie TexHonorum aHtucnama Dr.Web
NO3BONSIOT BbIABNSATL MOAAENbHbIE aApeca U He NponyckaTb Takue coobleHns.
CooTBeTCTBEHHO, 0BecneyeHa He TONIbKO 9KOHOMUSI Tpadpuka, HO 1 3almnTa CoTPYyAHNKOB OT
NoNyYeHNs noanenbHbIX MUCEM, KOTOPbIE MOTYT MOATONKHYTb UX K HENpeackasyembim
NEeNCTBUSM.
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- CemaHTMyecKuu aHanu3

C ero noMoLbto CNoBa 1 CNOBOCOYETAHMS B COODIWEHUSIX CPaBHUBAIOTCS C TUMWMYHOW ONst
cnama nekcukoi. CpaBHeHne NponsBoaMTCS MO crieunansHOMy CNoBapio, MpuYyeM aHanmay
NoABepratTCs Kak BUAMMbIE, TakK M CKPbITble ANS Y4eNOBEYECKOro rnasa crieumnasnbHbIMy
TEXHMYECKMMM YNIOBKAMU CNOBA, BbIPaXX EHUSI U CUMBOJIbI.

-  AHTUCKaMMWHr-TexHonorus

CkaMMUHr-coobuweHmns (a Takxe oapMrHr-coobweHns — 0anH U3 BUAOB CKAMMUHra) —
noxanyi, camasi onacHas pa3HoBMOHOCTb cnama. K nx 4ncny oTHOCATCSA Tak Ha3biBaemble
«HUrepuinckme nucbMa», COObWEHNS 0 BbIMIpbIWAX B 10TEPELD, KA3NHO, MOAAENbHbIE NUCbMA
6aHKOB U KPeaNTHbIX yuypexaeHuid. ns nx counbTtpaumm B aHtucname Dr.Web npumeHsieTcst
crneumanbHbIn Moayfb.

- CDI/IﬂpraLI,VISI TexXxHn4yeckoro cnama

ABTOMaTUYECKUNE YBELOMEHMS 9NEKTPOHHOM NOYThl — bounce-coobuweHns — npeaHa3Ha4YeHbl
0N MHCpOpManpoBaHms nonb3osaTteneit o cboe B paboTe NOYTOBOW CUCTEMBI (HANPUMEP, O
HeooCTaBKe NMMcbMa agpecaty). AHanornyHble CoobWeHMS MOTyT NCMONb30BaTh U
3M10yMbIWNEHHVKN. TakK, NO4 BUAOM TEXHNYECKOrO YyBEAOMIIEHNS HA KOMMNbIOTEP MOXET
MPOHMKHYTb KOMMbIOTEPHbIA YepBb MM 0ObIKHOBEHHDIV cnam. CneuunanbHblii MOAY b
aHtucnama Dr.Web onpenensiet Takne HexenaTenbHble COOOWEHNS.
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Bcerpa aktyanbHbin

- [pouecc 06HOBNEHNS MPOUCXOANT HE3AMETHO ANS MONb30BATENS — MPU NOAKNOYEHNN
K ceTn VIHTepHeT, No 3anpocy uav rno pacnmcaHuio.

- 3arpyska ocylwecTBnseTcs 6biCTPO (faxe Ha MeANEHHbBIX MOLEMHbIX COEANHEHNSAX).

- Bcerpna umetotcst [OCTYMHbIE CepBEPbl OOHOBNEHUIA.

- [lo 3aBepweHun obHoBNEHMS B BONbLWIMHCTBE CnyyaeB He TpebyeTcs nepesarpyxaTtb
komnbtoTep: Dr.Web cpady rotos k paboTe C UCMONb30BaHNEM CaMblX CBEXMUX BUPYCHbIX 6a3s.

- O6HoBnEeHNs oTnnyatoTcs HebonbwnMm pasmepamm — B npegenax 50-200 Kb.

- J1ns aKOHOMMKM Tpadhmka MOXHO HACTPOUTb NPUEM TONbKO 0OHOBNEHNIA BUPYCHbIX 6as.
Bkntoyatb 9Ty onuuio He pekoMmeHayeTtcd. Dr.Web ¢ uenbio npotneoaencTBns HOBbIM
Knbepyrpo3am NoCcTOsIHHO COBEpLIEHCTBYeTCS. HoBble BO3MOXHOCTM BK/OHAKOTCS B
0OHOB/NEHHbIE MOLOY NN aHTUBMPYCHOMO NakeTa 1 aBTOMaTMYECKW 3arpyXarTcsi C CepBepoB
KOMNaHum npu o4epenHoM 0OHOBNEHUN.

- CkaumBatb 0OHOBNEHUSI MOXHO B BUAE 3aapPXMBUPOBAHHbIX (paiiioB — TEM CaMbiM
Tpaduk 3KOHOMMTCS. [INg yMeHblEeHUs pa3aMepoB CKa4yMBaeMbix 0OHOBNEHUNI KOMNAHWSA
«[lokTop Beb» ncnonb3yeTt cneumanbHblii anropuTM cxxaTtus nepenaBaemblx AaHHbIX. [py
HEe3Ha4yMTeNbHOM MCNPaBNEHNN U OOMOMHEHUN B BUPYCHbIX 6a3ax unm Mooynsix nporpamMmbl
NPUMEHATCS ainbl-naTyn, 4To cokpallaetT 06beM nepeaaBaeMblx JaHHbIX B 0ECATKM pas.

Cnyx6a BUPYCHOro MOHUTOPUHra

- Cnyx6a BMPYCHOro MOHUTOPUWHra KoMnaHun «oktop Beb» cobupaet no Bcemy mMunpy
06pa3subl BpeAOHOCHbLIX 06 BEKTOB, N3rOTaBANBAET K HUM NPOTUBOSANS U BbiyckaeT
«ropsiyne» 0BHOBNEHNSI MO MEPE aHanmn3a HOBOW Yrpo3bl — A0 HECKONbKMX pa3 B Yac.

- C MOMeHTa Bbinycka Takme 06HOBNEHNS Cpaldy CTAHOBSATCSA AOCTYMHbIMK ANS BCEX
nonb3osatenei Dr.Web ¢ Heckonbkinx cepBepoB 0OHOBNEHMS B Pa3HbIX TOYKAX 3EMHOrO Wwapa.

- C uenbto nsbexartb N0XHbix cpabaTbiBaHWin 0OHOBNEHNS Nepea BbilMyCKOM TECTUPYIOTCS
Ha OrPOMHOM MaCCVBE YMCTbIX (painos.

- MHTennekTtyanbHasi cucteMa aBTOMaTU3NPOBAHHOIO A06aBNEHNS POACTBEHHbIX BMPYCOB
NO3BO/NISIET MAKCMabHO ONepPaTUBHO HENTPanN30BaTh BUPYCHbIE aTaky.

Fanepes
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