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Dr.Web pnsi noutoBbix cepBepoB Kerio

I'Ipvmoerl/le nogokn4aeTcd K No4TOBOMY CcepBepy Kerio n nposepseT cpa|7|nosb|e BNO>XEHUSA BCEX BX(

- [lpekpacHasi COBMECTUMOCTb C MOYTOBbIMU cepBepamMu Kerio, noaTeepXaeHHas
TecTuposaHusmm Kerio Technologies

- Bo3moxHOCTb paboThbl B peXuMe LEHTPANM30BaHHON 3awmTbl Nnpy nomowm LieHTtpa
ynpaeneHns Dr.Web Enterprise Security Suite

- Dr.Web — eONHCTBEHHbIN HA CEroOHSAWHWIA OeHb POCCUACKUIA aHTUBMPYCHBIN NnaruH ans
NOYTOBbIX cepBepoB Kerio, 4To 0COBEHHO BaXHO Npwv NOCTaBKe NPOAYKTa rocy1apCTBEHHbIM
npeanpuaTusMm

- JlokanudosaHHasa nognepxka nonb3osatenem, B Poccum — Ha pycckom A3bike

- MuHnManbHoe BpeMs [OCTaBKM COOOLWEHWNIA 1 NOBbIWEHHAA HAaAeXHOCTb NPoayKTa 3a
CYeT UCMOSIb30BaHUSA TEXHOIOrMM MHOrOMOTOYHOW NPOBEPKU

- Wapswwme cuctemHble TpeboBaHNS 1 OTCYTCTBMUE HArpy3Kkn Ha NOKanbHYo CETb

- ['mbkas KNMEeHTOOPNEHTNPOBAHHAS CUCTEMA HACTPOKN: BbIBOp 06 bEKTOB NPOBEPKU 1
LEeACTBUiA C 0OHAPYXEHHBLIMW BUPYCaMmM UK NOLO3PUTENbHBIMU (dainamm

- BoamoxHocTb Bbibopa [eACTBWIA ANs chaiinioB, HE NOALAOWMXCS NPOBEPKE

- YnobHoe ynpaBneHue 13 KOHCONN afMUHUCTPUPOBaHNS NO4YTOBOro cepeepa Kerio

Kniouesbie chyHKLUMN

AHTMBUPYCHas MHOronoTo4YHaSMgeEeMaIB noXXeHHbIX pannos BXOAAWMX U UCXOOAWMX MOYTOBbD)
BoamoxHOCTb Bbibopa pasnnyHbix AEACTBWIA ANS BPEAOHOCHBIX 06 bEKTOB PasfIMYHOro TMna, BKIOL

Bo3MOXHOCTb BbIfOpa AeiicTBuniA ANns Tex annos, Nposepka KOTOPbIX HEBO3MOXHA
OnTManbHas HacTPolka BCex NapameTpos

YnpasneHue n3 KOHCONM aAMUHNCTPUPOBAHNSA NMOYTOBOrO cepeepa
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MpocMoTp MHpopMaumm o paboTe NporpamMmel Yepes BeH-KOHCONb

Hann4yne kapaHTuHa

O6HapyXxeHue u yaaneHue BpeaoHOCHbIX 06beKTOB
MpoBepka apxvBoB N0OOIN BNOXEHHOCTY

ObHapyxeHue 1 yananeHne BnmCGHE; OBIThIX N04 HEM3BECTHBIMM YNaKOoBLWMKaMUN
[MpoBepka No4YTOBbIX dhannos

Mposepka ckpunTos, BKMtoyas VB-Script, Java Script

OnpeneneHne TMNoB 06HapyXMBaeMbIXx BPeJOHOCHBIX 06 beKTOB

Bo3MoXHOCTb 0BHApPYXeHUs 1 yaaneHns BpeaoHOCHbIX MPOrpamMM creayowmx TUMoB:

- MOYTOBbIE U CETEBbIE YEePBU
- PYTKUTbI

- (obannosble BMpYChbl

- TPOSIHCKME NporpamMmbl

- BecTenecHble 1 CTENC-BMPYChI

- NOIMMOPQOHbIE BUPYCHI

- Makpo-Bupychl 1 BUpYychl, nopaxarowme nokymeHtbl MS Office
- CKpUNT-BUPYChI

- wnuoHckoe MO

- peknamHoe MO

- Xakepckue yTUnuThbl

- nporpammbl NNaTHOro A03BOHA

- MpOrpammbl-WyTKn

OBpuCTUYECKMiA aHanM3aTop

JononHntenbHble TGXHOHOFI@F@H@EY&@H@IH BpPEeOOHOCHbIX 06'beKTOB, NOMMNMO CUTHATYpPHOIro MeTo

OTyeTHOCTb
OrpaHnyeHne ypoBHS getannsaumm oT4eToB

OrpaHuyeHmne pasmepa OTHEeTOB
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Hanuuune xypHana oTnanku

Paccbinka no4ToBbIX yBéﬂOMﬂeHMVI O pPas3/iInyHbIX CcobbITUSIX Bbl6paHHbIM nosb30BaTensm

O6HOoBNEeHue
ABTOMaTU4Yeckoe 06HOBEHUE BUPYCHbIX Ha3

JNlokanusauus
JlokannaoBaHHas BepPCUS NPOrpammbl HA PyCCKOM A3bIKe

PyKOBO,D,CTBO no SKCI'IJ'IyéTaLI,VII/I Ha PYyCCKOM sA3blke

NMonpepxka
BecnnatHas TexHuyeckas nonnepxka Ha pycckom a3bike B Poccum

YHUKanbHble BO3MOXHOCTHU agpa

- [NpoBepka apxmBoB Nt0OOro YPOBHS BNOXEHHOCTMU.

- Bbicovaiiwas TO4HOCTb BbiSIBNEHMS yNakoBaHHbIX BPEOOHOCHbIX 00 bEKTOB (oaxe Tex,
KOTOpble ynakoBaHbl Hen3eecTHbIM Dr.Web meTonom), pasbop ux Ha KOMNOHEHTbI 1
neTanbHblA aHanu3 ¢ uenbto 06HapyXeHWs CKPbITbIX Yrpo3.

- IletekTupoBaHue 1 HerMTpanM3auns CNoXHbIX BUPYCOB, Takux kak Shadow.based
(Conficker), MaosBoot, Rustock.C, Sector — B aTom Dr.Web HeT paBHbIX.

- WHTennekTyanbHble TEXHONOrMM NPOBEPKUN NAMATL NO3BONAIOT 6NOKMPOBATL aKTUBHbIE
BMPYCbl A0 NOSBIEHMS UX KOMUIA HA XECTKOM AUCKE KOMMbIOTEPA, YTO CHUXAaeT BEPOSATHOCTb
MCNoNb30BaHNS BPeOOHOCHbIM 1O ysi3BMMOCTEN YCTaHOBNEHHbIX MPOrpaMm nnm
onepaunoHHON CUCTEMBI.

- ObHapyXxeHne 1 HelnTpanusauusi BUPyCoB, KOTOPbIE OEACTBYIOT B ONepaTUBHON NaMaTy
N HUKOr4a He BCTPEeYalTCs B BUAE OTAeNbHbIX doarnos (Hanpumep, Slammer n CodeRed).

Bopb6a c HeM3BeCTHbIMU Yyrpo3amu

- FLY-CODE — He umetowas aHanoroB TEXHONOMMS YHUBEPCanbHOM pacnakoBky (pannos,
3anakoBaHHbIX HemasecTHbIMM Dr.Web cnocobamu.

- YHukanbHasa TexHonorusa HecurHatypHoro noucka Origins Tracing™ nossonset Dr.Web ¢
BbICOKOW OONE BEPOSITHOCTU pacno3HaBaTb BUPYChI, elle He BHECEHHbIE B BUPYCHYIO 6asy.

- OBpucTtnyecknin aHannzatop Dr.Web adbdekTnBHO eTekTnpyeT Bce
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pPacnpoCTpaHeHHble TUMbl Yrpo3, oNpeaenss ux Knacc no pesynbrartam NpoBeieHHOro
pa3bopa 1 xapakTepHbIM NPU3HaKaM.

Bcerpa aktyanbHbin

- [Mpouecc 06HOBNEHUSI MPOUCXOAUT HE3AMETHO ANS MONb30BaTENs — NPV NOAKOHYEHNN
K ceTn VIHTepHeT, No 3anpocy Wan Nno pacnucaHuio.

- 3arpyska ocylecTtBnsieTcst 6bICTPO (Aaxe Ha MeaneHHbIX MOAEMHbIX COeANHEHUSIX).

- Bcerpa umetoTcs [OCTynHble cepBepbl 0OHOBNEHNIA.

- o 3aBepleHnn o6HOBNEHUS B HONBLIMHCTBE Ciy4aeB He TpebyeTcs nepesarpyxarb
komnbtoTep: Dr.Web cpasy rotos k paboTe ¢ NCNONb30BaHMEM CaMbiX CBEXUX BUPYCHbIX 6a3.

- O6HOBNEHNs OTnnyaTCcs HebonbwuMmn pasmepamm — B npeaenax 50—200 Kb.

- [1ns sKoHOMUK Tpagomka MOXHO HACTPOMTb MPUEM TONbKO OOHOBNEHWI BUPYCHbIX 6a3.
Bkntoyatb a1y onumio He pekomeHayetcs. Dr.Web ¢ uenbio npotneoaencTens HoBbiM
Knbepyrpo3am NOCTOSIHHO COBEpPLUEHCTBYETCS. HoBble BO3MOXHOCTUN BKOHAKOTCS B
0OHOBNEHHbIE MOLY NN @aHTUBUPYCHOrO NakeTa n aBTOMAaTUYECKUN 3arpyXatTCs C CEPBEPOB
KOMMaHuu npu o4epesHOM 0OHOBNEHNN.

- CkaumBatb 0OHOBNEHUS MOXHO B BUAE 3aapPXUBUPOBAHHBIX (palinoB — TEM CaMbiM
Tpaduk aKoHOMUTCS. NS yMEHbLIEHUS pa3MepPOoB ckadnBaeMbix 0OHOBNEHN KOMMaHKS
«[JokTop Beb» ncnonbayet cneumanbHblil anropnTM cXXaTtus nepenasaemblix AaHHbIx. Mpu
HEe3Ha4YNTeNbHOM UCMPaBNEHUN NN AOMONHEHWUMN B BUPYCHbIX 6a3ax nnm Mooynsix nporpammbl
NPUMEHSIOTCS (Paiinbl-Natyn, YTO coKkpalaeT 06 bem NepenaBaemMbiX AaHHbIX B AECATKM pas.

Cnyx6a BUpPYCHOro MOHUTOPUHra

- Cnyx6a BMPYCHOro MOHUTOPUHra KoMnaHuu «JokTop Beb» cobupaeT no Bcemy mmpy
06pasLibl BPELJOHOCHbIX 06 EKTOB, NU3rOTaBNMBAET K HUM MPOTMBOSIAMS U BbiNycKaeT
«ropsiyme» 0BHOBNEHUS MO MEPE aHann3a HOBOW Yrpo3bl — 10 HECKOJNIbKMX pa3 B Yac.

- C MoMeHTa Bbinycka Takme 06HOBNEHMS cpasy CTaHOBATCS AOCTYMHbIMU ONS BCEX
nonb3oBateneit Dr.Web ¢ Heckonbknx cepBepoB 0OHOBMEHNS B pa3HbIX TOYKAX 3€MHOr0 Wwapa.

- C uenbto n3bexartb NOXHbIX cpabaTbiBaHNA 0OHOBNEHUS NEPeL, BbiNyCKOM TECTUPYIOTCS
Ha OrPOMHOM MacCUBE YUCTbIX haiifoB.

- WNHTennekTyanbHas cuctema aBToMaTU3npPOBaHHOro fo6aBneHns POACTBEHHbIX BUPYCOB
NO3BOMSIET MAKCUMasIbHO ONepaTBHO HENTPannM3oBaTb BMPYCHbIE aTaku.
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Manepes

DrWeb* ana Kerio WinRoute

Buobl nuueH3un

- [lo ymcny 3awuwaemsix Nonb3oBaTenen.
- [locepBepHas nuuUeH3ns — ons NPOBEPKN HEOrpaHNYEHHOro 06 beMa KOPPECNOHAEHLNM
Ha 0JHOM CepBepe, C YNC/IOM 3awmilaeMblx Nonb3osarteneii He 6onee 3 000.

MporpammHbii npoaykT Dr.Web nns nouToBbix cepBepoB Kerio MOXHO nprnobpectn oTaeNbHO
nnun B coctaee komnnekca Dr.Web Enterprise Security Suite. B nocnenHem cnyyae
nononHuTenoHo nuueHsupyetcs LleHTp ynpasneHus Dr.Web Enterprise Security Suite .

KpoMme Toro, B ka4yecTse OONONHMTENbHOro koMmnoHeHTa Dr.Web nns noytoBbix cepBepoB
Kerio moxeT BbicTynate SMTP proxy. CoBMeCTHOE MCNoNb3oBaHMe 060Mx NPOAYKTOB He
TONbKO CYLECTBEHHO NOBbLIWAET 00Lyt0 6€30NacCHOCTb CETU, HO N CHUXAaEeT Harpysky Ha
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BHYTPEHHME NOYTOBbIE CepBEPbl 1 paboyne cTaHUmm.

BapuaHTbl nMUEH3NX

AHTUBUPYC

AHTUBUPYC + LleHTp ynpasneHns

AnTuBupyc + SMTP proxy

AHnTuBupyc + LleHTp ynpasnexusa + SMTP proxy

Takxe Dr.Web ons no4toBbix cepepoB Kerio 4OCTYMNEH B COCTaBE 9KOHOMUYHbIX
KomnnekTos Dr.Web
LNs Manoro v cpegHero 6usHeca.

Bepcusa apna Windows

- MecTo Ha xecTkoM aucke: He MeHee 60 Mb

- OnepauwnoHHas cuctema: Microsoft Windows 2000 SP4 + Rollup 1/XP/Vista/7, Microsoft
Windows Server 2003/2008 (32- n 64-6uTHble BEpCUM)

- TMoutoBbi cepsep: Kerio MailServer 6.2 nnu sbiwe, Kerio Connect 7.

Bepcusa onsa Linux

- MecTo Ha XxecTkoM aucke: He MeHee 55 Mb

- OnepaunoHHas cuctema: Red Hat 9.0; Red Hat Enterprise Linux 4/5; Fedora Core 7 / 8;
SUSE Linux 10.0, 10.1, 10.2, 10.3, 11.0 1 11.1; CentOS Linux 5.2 n 5.3; Debian 5.0; Ubuntu
8.04 LTS.

- [MouToBbI cepsep: Kerio MailServer 6.2 nnu Bbiwe, Kerio Connect 7.
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