Dr.Web nns cepsepoB Unix

Dr.Web ons cepsepoB Unix

CucteMHble TpeboBaHUs

Dr.Web Daemon (drwebd) Bepcun He Huxe 5.0
AnMcTpubyTumebl Linux, nmetowme Bepcuio sapa 2.4.xX 1 BbIWE;
FreeBSD Bepcuu 6.x 1 Bblwe ang nnatgopmsbl Intel x86;
Solaris Bepcun 10 ons nnatgoopmbl Intel x86.

Dr.Web pnsi cepeepoB Unix — BbICOKONPOU3BOAUTESNbHbIA NPOAYKT AN aHTUBUPYCHOWN
npoBepkun pannosbix xpaHmnuw, Samba Ha cepeepax nog ynpasneHunem Unix-cuctem (Linux,
FreeBSD, Solaris). bnaronaps Bo3M0oXHOCTN 06paboTKN FrMraHTCKMX MacCMBOB MHCPOpMaLIAM
B PEXWME peanbHOro BpeEMeHW, HafeXHOCTN paboTbl M rTMOKOCTM HACTPOEK OH CNOCObeH
yOOBNETBOPUTL 3anpochkl KoMnaHuii ntoboro macwtaba.

KnioueBble pyHKLUMN

MpoBepka TOMOB cepBepa Mo 3apaHee 3a4aHHOMY PAcrnvcaHuio UK 3anpocy

agMUHMCTpaTopa

CKaHI/IpOBaHVISI «Ha nety» — HenocpencTtBeHHo npun 3anncun nnnm oTKkpbiTn cpaVanB Ha

cepsepe ¢ pabounx cTaHuui

MHoronoTo4yHas nosepka

ABTOMaTMYECKOE OTK/IIOYEHNE OT cCepBepa CTaHUUM — UCTOYHMKA BUPYCHOM Yrpo3bl
MrHoBeHHOe ornoBselleHne agMmHucTparopa

N3onaumnsa nHgpmumposaHHbIX hannos B KapaHTUHE

IleyeHvie, BOCCTaHOBNEHNE N/MNW yaaneHe doannios N3 KapaHTUHa

BeneHve xypHana nencteuim aHTnBmpyca

ABTomMaTuyeckne o6HOBNEHMS BUPYCHbIX 6a3
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MNMpenmywiectea

- Bbicokas npom3BOAMTENBHOCTb N CTabUNBLHOCTL PaboThl

- Bbicokas CKOpoCTb CKaHMPOBAHUSA NPU MUHUMANTbHOM Harpyske Ha onepalyoHHYI0
cuctemy, 4To nossonset Dr.Web noeanbHo doyHKUMOHMPOBATL Ha cepBepax NpakTMyecku
ntoboii KoHUrypaumm

- ['nbkas KNMEHTOOPMEHTMPOBAHHAS CUCTEMA HACTPOIKM — BbIBOP 06 bEKTOB NPOBEPKM,
LEeACTBUIA ¢ 0OHaPYXEHHbIMW BUpYCaMmn U NOLO3PUTENbHBIMK ddainamm

- OTnuyHas coBMECTMMOCTb — HE KOH(PIMKTYET C N3BECTHbIMUA MeXCEeTEBbIMU aKpaHamn n
goannoBbIMM MOHUTOPaMU

- Ypo6CcTBO aAMVHUCTPUPOBAHNS, MPOCTOTA YCTAHOBKM M HACTPOKMN

YHUKanbHble BO3MOXHOCTHU agpa

- [lpoBepka apxmBoB Nt06Oro YypOBHS BNIOXEHHOCTMU.

- Bbicoyaiiiwas TOYHOCTb BbISBNEHNS yNakOBaHHbIX BPELOHOCHbIX 0O bEKTOB (Aaxe Tex,
KOTOpble ynakoBaHbl Hen3BecTHbIM Dr.Web MeTonom), pasbop ux Ha KOMMOHEHTbI 1
neTanbHbi aHaNN3 ¢ Lenbo 0BHapyXeHUs CKPbITbIX Yrpos.

- IleTtekTupoBaHue N HEMTpanM3auns CNoXHblX BUPYCOB, Takux kak Shadow.based
(Conficker), MaosBoot, Rustock.C, Sector — B aTom Dr.Web HeT paBHbIX.

- MHTennekTyanbHble TEXHONOMMN NPOBEPKUN NaMATH NO3BONAIOT 610KMPOBaTL aKTUBHbIE
BMPYCbl 00 NOSABNIEHNS UX KOMUIA HA XECTKOM AUCKE KOMMbIOTEPa, YTO CHUXAaeT BEPOSATHOCTb
MCNONb30BaHNS BPeAOHOCHbIM 10 ya3BMMOCTEN YCTAHOBNEHHbIX NPOrpamMm 1nm
onepaunoHHON CUCTEMBI.

- O6Hapy>XeHune 1 HelnTpannsaums BUpycoB, KOTOPbIe AENCTBYIOT B OrepaTUBHOM NamMaTu
N HUKOr a He BCTPeYaloTCs B BuAe OTAeNbHbIX dpannos (Hanpumep, Slammer n CodeRed).

Bopb6a c HeM3BECTHbIMU YIrpo3aMu

- FLY-CODE — He uMmetowas aHanoroB TEXHONOMMS YHUBEpPCcanbHOW pacnakoBku ¢pannos,
3anakoBaHHbIX Hen3BecTHbIMM Dr.Web cnocobamu.
- YHukanbHasa TexHonorusa HecurHatypHoro noucka Origins Tracing™ nossonsietr Dr.Web ¢
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BbICOKOI [oNeli BEPOSITHOCTM pacno3HaBaTh BUPYChI, Ele He BHECEHHbIE B BUPYCHYIO 6a3y.

- 9BpucTtnyecknin aHannzatop Dr.Web acbdekTnBHO eTekTnpyeT Bce
pacrnpocTpaHeHHble TUMbl Yyrpo3, onpenensas nx knacc no pesynbtaram NpoBeneHHOro
pasbopa 1 xapakTepHbIM NPU3HaKaM.

Bcerpa aktyanbHbiv

- [pouecc 06HOBNEHNS MPOUCXOONT HE3AMETHO ANS MONb30BATENS — MPU NOAKNOHEHNN
K cetn VIHTepHeT, No 3anpocy uiv rno pacnmcaHuio.

- 3arpyska ocylwecTBnseTcs 6biCTPO (faxe Ha MeANIEHHbIX MOLEMHbIX COEANHEHNSAX).

- Bcerpna umetotcs [OCTYMHbIE CepBEPbl OOHOBNEHNIA.

- [lo 3aBepweHun obHOBNEHMS B BONbLWIMHCTBE CnyyaeB He TpebyeTcs nepesarpyxartb
komnbtoTep: Dr.Web cpasy rotos Kk paboTe C UCMONb30BaHNEM CaMblX CBEXMUX BUPYCHbIX 6a3s.

- O6HoBnNeHNs oTnnyatoTcs HebonbwnMm pasmepamm — B npegenax 50-200 Kb.

- 1ns aKOHOMMKM Tpadhmka MOXHO HACTPOUTb NPUEM TONbKO 0OHOBNEHNIA BUPYCHbIX 6as.
Bkntoyatb 9Ty onuuio He pekoMmeHayeTtcd. Dr.Web ¢ uenbio npotneBoaencTBUS HOBbIM
Knbepyrpo3am NocTOsiIHHO COBEpPLIEHCTBYeTCS. HoBble BO3MOXHOCTM BK/OYAKOTCS B
0OHOB/NIEHHbIE MOLY NN aHTUBMPYCHOMO NakeTa 1 aBTOMaTMYECKW 3arpyXarTcsi C CepBepoB
KOMNaHum npu o4epenHoM 0OHOBNEHUN.

- CkaumBatb 0OHOBNEHUSI MOXHO B BUAE 3aapPXMBUPOBAHHbIX (PaiiioB — TEM CaMbiM
Tpaduk 3KOHOMMTCS. [INg yMeHblIeHUs pa3aMepoB CKa4yMBaeMbix 0OHOBNEHUI KOMNAHWS
«[lokTop Beb» ncnonb3yeTt cneumanbHblii anropuTM cxaTtus nepenaBaemblx AaHHbIX. [pu
HEe3Ha4yMTeNbHOM MCNpPaBNEHNN U OOMOMHEHUN B BUPYCHbIX 6a3ax unm Mooynsix nporpamMmbl
NPUMeEHATCS dhalnbl-naTyn, 4To cokpallaetT 06beM nepeaaBaeMblx JaHHbIX B 0ECATKM pas.

Cnyx6a BUPYCHOIro0 MOHUTOPUHra

- Cnyx6a BMPYCHOro MOHUTOPWHra KomnaHun «oktop Beb» cobupaet no Bcemy mMunpy
06pa3subl BpeAOHOCHbLIX 06 BEKTOB, N3rOTaBANBAET K HUM NPOTUBOSANS U BbiyckaeT
«ropsiyne» 0BHOBNEHNSI MO MEPE aHanmn3a HOBOW Yrpo3bl — A0 HECKONbKMX pa3 B Yac.

- C MOMeHTa Bbinycka Takme 06HOBNEHNS Cpasdy CTAHOBSATCSA AOCTYMHbIMK ANS BCEX
nonb3osatenei Dr.Web ¢ Heckonbkinx cepBepoB 0OHOBNEHMS B Pa3HbIX TOYKAX 3EMHOrO Wwapa.

- C uenbto nsbexartb N0XHbix cpabaTbiBaHWin 0OHOBNEHNS Nepea BbilMyCKOM TECTUPYIOTCS
Ha OrPOMHOM MaCCVBE YMCTbIX (painnos.
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- MHTeﬂﬂeKTyaﬂbHaﬂ cucrtemMa aBToMaTn3npoBaHHOr o nobasneHust pPOAOCTBEHHbIX BUPYCOB
Nno3BONLAET MakCMMaibHO onepaTnBHO HeIZTpaﬂMBOBaTb BUPYCHbIE aTaku.

Buabl nuueH3un

- Mo umcny 3awmwaembix cepeepoB.

BapuaHTbl nMLEH3NX

- AHTUMBUMpPYC

MporpammHbin npoaykT Dr.Web nns cepsepos Unix nuueH3npyeTcs TakXxe B COCTaBe
komnnekca Dr.Web Enterprise Security Suite .

Takxe Dr.Web ons cepsepos Unix noctyneH B coctaBe akoHOMMYHbIX KomnnekToB Dr.Web
LS Manoro v cpegHero 6usHeca.
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