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Dr.Web pna MIMEsweeper

Dr.Web ona MIMEsweeperaHasnmBaeTcsl Ha T€ Xe KOMMbIOTEPbI, YTO YN KOHTEHTHbIN onnbTp MIMES\

MpooykT nogkntoyaetca k MIMEsweeper B ka4eCTBe aHTUBMPYCHOW 1 aHTUCNAaM-MONUTUKK
NPOBEPKM COAEPXMUMOrO NMOHTOBbIX COODLWEHNIA U OCYWECTBASET (OUNbTPALMIO NOYTbI OT
BMPYCOB, Crama 1 NpoYyeit HexxenatenbHo koppecnoHaeHuun. MNpn obHapyXeHun yrpos
Dr.Web ona MIMEsweeper knaccngouumpyeT HexenaTtenbHy0 NO4YTY COracHO Ha3HaYEeHHbIM
nonutukam ClearSwift MIMEsweeper n o6e3BpexunBaeT obHapyXeHHble BpeAOHOCHbIE

00 BbEeKThI.

KnioueBble pyHKLUMN

- [MpoBepka NOYTOBbLIX COOBLWEHMNIA N X BNOXEHWIA, BKNOYAS apXMBbl, [0 MX 06paboTku
MOYTOBbLIM CEPBEPOM

- JNleyeHne NHPULMPOBAHHBLIX 06 bEKTOB

- M3onsums MHPUUMPOBAHHBIX U MOA03PUTENBHbBIX (PalifoB B KapaHTUHE

- ®@unbTpaums NoYTbl HA cnam, B TOM YACNE C UCMONb30BaHNEM YEPHbLIX 1 BENbIX CINCKOB

- BeneHwve ctatucTuky paboTbl KoMmnekca

- ABTOMatmyeckne 06HOBNEHUS

lMpocToTa ycTaHOBKM U HAaCTPOWMKU




Dr.Web ons MIMEsweeper

BctpoerHbie B Dr.Web ona MIMEsweeper cpencrtsa KoHgurypauum — mactepa cosnaHuns
cueHapueB — NO3BONAOT aBTOMATU3NPOBAHHO co3AaBaTb Hanbonee COBPEMEHHbIE CLieHapun
nposepku coobuweHunii (Tun 1 no knaccmdgomkauun ClearSwift).

Fmbkue HacTpomkmn

Mpu 06Hapy X EeHNN MHPULMPOBAHHOTO 06 bekTa NaaruH NbiTaeTCs BbINEYNTb Ero UK cpasy
yoanseT, eCnuv onunus nedveHuns He soibpaHa. Ecnm k no4ToBOMY COOBLWEHUIO NPUKPENNIEHO
HECKO/IbKO ChaifioB UMW apxmMBOB, NNarnH 06e3BpeXmMBaeT TONbKO 3apaxXeHHbIE BNOXEHUS.
Mpw 06HapyXeHnn BMpyca B TENE NUCbMA KOHTEHTHbIA (OUNbTP NEpPEMELLAET NUCbMO B
KapaHTWH. «YucTole» nucbMa, goainbl U apxmBbl NEpefatoTcs nonyyatento 6e3 N3MeHeHWiA.
BpenoHocHble nucbMa, koTopble nnarvH Dr.Web He MoXeT HeliTpanv3oBaTb, NOMEYanTCs 1
MO YMOMYaHUIO NepeMeLLaloTCsl B KapaHTUH.

CoBmMmectmocTtb ¢ DEP

Dr.Web ona MIMEsweeper noganepxveaeT TEXHONOMMIO NPenoTBpaLeHnNs BbiMOTHEHNS
naHHbix (Data Execution Prevention, DEP), koTopas no3sonsiet OOMONHUTENbHO NPOBEPSTH
namsaTb 1 NpefoTBpawarth 3anyck BpegoHOCHOro koga. bnarogaps atoMy nonb3oBaTensim He
HY>XXHO MEHSTb pexum pabotbl DEP — BpeioHOCHbIE MporpaMmbl HE CMOTyYT BOCMO/b30BATHCS
MexaHu3mMoM obpaboTkm ucknodeHunin Windows.

Perucrtpauus cobbiTum

Mnarvx Dr.Web peructpupyet ownbku n nponcxoaswme cobbliTus B XypHane peructpaumm
cobbiTnin (Event Log) n TEKCTOBOM XypHane. B aTn XypHanbl 3aHOCMTCS MHpopMaLms O
3anycke 1 ocTaHOBKE MnaruHa, o napameTtpax mMoaynei, coobleHms 06 obHapyXeHum
BMPYCOB AN19 KaXA0ro 3apa>eHHoro nnucbMa 1 Ans Kaxaoro supyca B OTAeNbHOCTH,
coobuieHns 06 obHapyxeHun cnama. MNnarnyd Dr.Web nopaep>xwuBaeT aHr IMACKUIA 1 pyccKuii
A3bIKW COOOLWEHMI B XYypHanax cobbiTuiA.

KapaHTuH
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Dr.Web ons MIMEsweeper

NHpuumpoBaHHbIe 1 N0A03pUTENbHBIE (oaliibl MOryT NepPeEMELLATbCS B KAPaHTUH.
Brnocnencteum BO3MOXHA AOMONHMTENbHAS 06paboTka aTux ¢oainnos, B TOM Ynucne
n3BnevyeHne HeobxoaMmoin nHopMaunn, neveHne N yaoaneHue.

Cuctema onoBeLleHUNn

B 3aBucumocTu ot HaCTpoeK cueHapus B 3aroJioBok 1 1eno OéGSBpe)KeHHbIX nncem
KOHTEHTHbI punbTp MOXET [06aBnsATb ONoBeLleHne 0 pe3ynbTatax npoBepkn u
npeanpuHATbIX NnarmHoOM DEeNCcTBUSX.

YHUKanbHbie BO3MOXHOCTH aAnpa

- [NpoBepka apxmBoB NtOOOro YPOBHS BNIOXEHHOCTMU.

- Bbicoyaiiwas TO4HOCTb BbISIBIEHNS yNakoBaHHbIX BPEAOHOCHbIX 0O bEKTOB (Aaxe Tex,
KOTOpble ynakoBaHbl Hen3BecTHbIM Dr.Web MeTonom), pasbop ux Ha KOMNOHEHTbI 1
neTanbHblli aHaNN3 ¢ Lefbio 06HapyXeHUst CKPbITbIX Yrpos.

- IeTtekTupoBaHue N HerMTpanmM3aums CNoXHblX BUPYCOB, Taknx kak Shadow.based
(Conficker), MaosBoot, Rustock.C, Sector — B aTom Dr.Web HeT paBHbIX.

- WNHTennekTyanbHble TEXHONOMMN NPOBEPKUN NAMATH NO3BONAIOT 6N10KNPOBATH aKTUBHbIE
BUPYCbI [0 NMOSBNIEHUS MX KOMUIA HA XXECTKOM AMCKE KOMMbIOTEPA, YTO CHMXAET BEPOSATHOCTb
NCNONb30BaHNsA BPeAoHOCHbIM MO ya3BMMOCTEN YCTAHOBNEHHbIX MPOrpamm nunm
onepaunoHHON CUCTEMBI.

- OBHapy>XeHue 1 HernTpanm3aums BUPYCcoB, KOTOPblE AENCTBYIOT B ONepaTNBHON NamMaTu
N HUKOr 4a He BCTPeYalTCs B BUAE OTAeNbHbIX doarinos (Hanpumep, Slammer n CodeRed).

Bopb6a c HeM3BeCTHbIMU YIrpo3amMm

- FLY-CODE — He umetowas aHanoroB TEXHONOMMS YHUBEpPCanbHOM pacnakoBku ¢painos,
3anakoBaHHbIX HenasecTHbIMU Dr.Web cnocobamu.

- YHukanbHas TexHonorms HecurHatypHoro novcka Origins Tracing™ nossonset Dr.Web ¢
BbICOKOI [0Neli BEPOSATHOCTM pacno3HaBaTh BUPYChI, Ele He BHECEHHbIE B BUPYCHYIO 6asy.
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Dr.Web ons MIMEsweeper

- 9Bpuctunyeckui aHannsatop Dr.Web adppekTBHO OeTekTmpyeT Bce
pacnpoCcTpaHeHHbIe TUMbl Yyrpo3, ONpeaensas ux Knacc no pesdynbtaram NpoBeaeHHOro
pasbopa 1 xapakTepHbIM NPU3HaKaM.

Mpenmyuwiectsa aHtucnama Dr.Web

- He tpebyet 0byyeHusi n HacTpoOKK Nepes Ucnonb3oBaHneM. B otnmume ot obyyaembix
aHTMCNaM-CUCTEM, MOCTPOEHHbIX, HANPUMep, Ha aHanuae no baliecy, OH HaumHaeT
aBTOMaTMYeCKM OeicTBOBaTb C NPUEMOM NEPBOro coobueHns. Taknum obpasom, aHTUCMaMm
Dr.Web He TpebyeT exenHeBHOW paboTbl CUCTEMHOr0 agMUHMUCTpaTopa

- He 3aBuMcuUT 0T A3blKa, HA KOTOPOM HanMcaHo cooblieHne

- [MNpakTnyeckn He yBennymBaeT BpemMs npuema noytbl

- @unbTpyeT NOYTY B peXMMeE peanbHOro BpeMeHu

- CoueTaeT BbICOKYK CKOPOCTb (OUNbTPALMM C HU3KMM NOTPEBNEHNEM CUCTEMHbIX
pecypcoB

- YmeeT pasbupatb 06beKTbl N0O0M CTENEHN BNOXEHHOCTH

- MoxeT bykBanbHO Ha neTy BbIbUpaTh NOAXOAALLYO TEXHONOrMO 06paboTky TOro unm
MHOro 06bekTa B 3aBUCUMOCTM OT KOHBEPTA 0bpabaTbiBaEMOro NucbMa nnu obHapy X EeHHbIX
6nokmpytowmnx o6 beKToB

- He ypanseT oTdomnbTpoBaHHbIE MCbMa, a NepemMellaeT ux B cneumnanbHyo nanky
MOYTOBOW NPOrpamMMbl, Fae UX MOXHO NPOBEPUTL HA NPeAMET NTOXHbIX cpabaTbiBaHWUiA

- No3BonsieT NONHOCTbLIO OTKA3aTbCS OT YEPHbIX CMINCKOB — KOMNAHMIO HEBO3MOXXHO
CKOMMNPOMETMPOBATb Yepes3 3I0HAMEPEHHOE BHECEHMWE B HUX

- ABCONIOTHO aBTOHOMEH: Ans ero paboTbl He TPebyeTCA NOCTOSHHON CBA3W C BHELWHWM
CepBepPOM Mnn JocTyna Kk kakoin-nnbo 6ase aaHHbIX, HTO NO3BONSET CYWECTBEHHO SKOHOMUTb
Tpagmnk

- Hyxnaetcsi B 0OHOBNEHMM He Yalle O4HOro pasa B CyTKU — YHUKANbHbIE TEXHOMOT M
pacno3HaBaHNst HeXenaTenbHOM NOYTbl HA OCHOBE HECKOJNIbKMX ThiCAY NPaBu M3baBnsoT OT
Heobx04MMOCTUN CKaymnBaTh YacTble 1 rPoOMO3aKMe 0OHOBNEHNS

MNMnarunH vaderetro

B npoayktax Dr.Web 3a npoBepky Ha cnam 1 HexxenaTe/NbHble COObWeHNs oTBe4aeT nnaruH
vaderetro, KOTOpPbIA OCYWECTBASET PUNbTpauUmio Yeped cobcTBeHHy0 brubnmoTeky (Vade
Retro). 91a 6ubnuoteka nocTosiHHO obHoBNsieTCS, obecneynBas HeNPePbIBHOE MOBbLIWEHNE
KayecTBa ounbTpaumn. Beicokas npoaykTUBHOCTb OTCEBA MNOYTOBOr0O «Mycopa» CO4eTaeTcs C
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HU3KUM NOTPebneHneM cMcTeMHbIX pecypcoB. Moatomy aHTucnam Dr.Web adodpek TmBHO
paboTaeT n Ha ycTapeslem obopyanoBaHMN.

B 3aBucUMOCTM OT pe3ynbTaToB aHanMaa Kaxaomy nucbMy, obpabotaHHoMy 6ubNMoTEKONA
Vade Retro, paetcs oueHka — uenoe ymcno B guanasoHe ot -10000 oo +10000. Yem Bbile
oueHKa, Tem 60/blue BEPOSATHOCTb, Y4TO NMUCbMO SIBASIETCS CMaMOM.

MNoporoeoe 3HayeHWe 3agaetca B napameTpe SpamThreshold kKoHurypaumoHHoro ganna
nnarvHa. Ecnu oueHka, nonyyeHHas cooblleHneM, paBHa 3HaYeHno napameTpa
SpamThreshold nnn npesblwaet ero, To NMCbMO KnaccuuumnpyeTcs Kak cnam.

3akoH4MB aHanu3 nucbMa, bubnmnoteka Vade Retro moxeT nobaBnTb B HErO (B 3aBUCUMOCTM
OT HaACTpPOeK nnarvHa) COOTBETCTBYIOWME 3ar00BKMN.

TexHonorun aHTI/ICﬂaM-(*WIﬂpraLIMVI

AHTucnam Dr.Web aHanuanpyeTt nucbma Ha OCHOBE HECKOJIbKUX ThICSY NpaBu/l, KOTOpble
YCNOBHO MOXXHO pa3butb Ha psa rpynm.

- 9BpPUCTMYECKNN aHaNn3

YpesBbivaliHO CNoXHasi BbICOKOMHTENNEKTyanbHas TEXHONOTr NS SMMMPUYECKOro aHanmn3a Bcex
yacTei coobleHns: Nons 3aronoeka, Tena coobweHns n 7.4. AHanM3npyeTcst He TONbKO CaMo
cooblweHne, HO 1, B CllyYae Hanm4usl, BOXeHNe K HeMy. OBPUCTMYECKUI aHanM3aTop
MOCTOSIHHO COBEPLIEHCTBYETCS, K HEMY HenpepbIBHO AobaBnsoTcs HoBble npasuna. OH
paboTaeT «Ha onepeXeHne» 1 NO3BOMSIET Pacro3HaBaTh ele HEM3BECTHbIE PA3HOBUAHOCTH
crnama HOBOro NOKO/IEHNS A0 BbiNycka COOTBETCTBYOWEro 06HOBNEHUSI.

- dPunbTpauusa NpoTUBOAEUCTBUS
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9710 0aHa 13 Hanbonee nepenoBbiX N 3 PEKTUBHBIX TeXHONOrnin aHTucnama Dr.Web. OHa
3aK/yaeTcs B pacno3HaBaHnm ynoBoK, K KOTOpbIM NpuberatoT cnamepsl ans obxona
aHTucnam-gunbTPOB.

- AHanus Ha ocHoBe HTML-curHatyp

CoobuweHns, B cocTaB kKoTopbix Bxoant HTML-koa, conocTtasnsitotcs ¢ obpasuamu
HTML-curHatyp B 6ubnunoteke aHTucnama. Takoe cpaBHeHME, B COHETAHUN C UMEIOLUMUCS
LaHHbIMX O pasMepax TUMUYHbIX 4S5 cnama n3obpaxxeHuid, 3awmiaeT nonb3oBaTenen ot
cnam-coobueHnii ¢ HTML-koaoM, B KOTOpbIE HaCcTO BKIKOYAOTCS OHNANH-N3006paxxeHusl.

- TexHonorus pneTeKTMpoBaHWUsi cnama rno KOHBepTaM CoobLL.EeHNI

JHeTtekTnpoBaHme nognenok B «wremnensax» SMTP-cepBepoB 1 B Apyrux anemeHTtax
3aro/IoBKOB MOYTOBbLIX COOBLWEHMI — HOBEWLEe HanpaBneHe pa3BnTs Metonos 60pbObl Co
cnamoM. ALpecy OTnpaBUTENS 3NEKTPOHHOrO COOBLWEHNS HENb3S NOBEPSATb, TakK Kak
3710YMbIWAEHHUKM MOTYT C NErkocTblo ero nogaenatb. danbwmnsbie NMcbMa cogepxart Aaneko
HE TONbKO crnaM. 310 MOryT BbITb MUCTUCOMKALMM UK CPEACTBA AABNEHNS HA NepPCoHan,
HanpuMmep, aHOHUMKK 1 gaxe yrpo3bl. CneuunanbHblie TexHonorum aHtucnama Dr.Web
NO3BONSIOT BbIABNSATL NOAAENbHbIE aApeca U He NponyckaTb Takue coobLeHns.
CooTBeTCTBEHHO, 0BecneyeHa He TONIbKO 9KOHOMUSI Tpadpuka, HO 1 3almnTa CoTPYAHNKOB OT
NOoNyYeHNs nNoanenbHbIX MUCEM, KOTOPbIE MOrYT MOATONKHYTb UX K HENpeackasyembim
NEeNCTBUSM.

- CemaHTMyecKuu aHanu3

C ero noMoLbto CNoBa 1 CNOBOCOYETAHMS B COODIWEHUSIX CPaBHUBAIOTCS C TUMMYHOW ONst
cnama nekcukoi. CpaBHeHne Npon3BoaMTCS Mo crieunansHOMy CNoBapio, MpuYyeM aHanmay
NoABepratTCs Kak BUAMMbIE, TakK M CKPbITble ONS YeNOBEYECKOro rnasa crieumnasnbHbIMy
TEXHMYECKMMM YNIOBKAMU CNOBA, BbIPa>XX EHUSI U CUMBOJIbI.
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-  AHTUCKaMMWHr-TexHonorus

CKaMMUHr-coobLweHns (a Takxe CpapMI/IHF-COO6U.I,GHI/I$| — O04VH N3 BNOOB CKaMMI/IHFa) -
noxany|7|, camas onacHas pa3HOBUAOHOCTb CraMa. K nx 4ymcny OTHOCATCA TaK Ha3blBaeMble
<<Hv|rep|/||7|0|<|/|e nnMcbma», coobuieHmns o BbiUrpbliwax B NOTepeto, Ka3nHo, nognesibHblie nncbma

6aHKOB U KPeaNTHbIX yuypexaeHuid. ns nx counbTpaumm B aHtucname Dr.Web npumeHsieTcst
crneumanbHbIn MOayfb.

- CDI/IﬂpraLI,VISI TexXxHn4yeckoro cnama

ABTOMaTUYECKUNE YBELOMNEHMS 9NEKTPOHHOM NOYThl — bounce-coobweHns — npeaHa3Ha4YeHbl
0N MHCpOpManpoBaHms nonb3osaTteneit o cboe B paboTe NOYTOBOW CUCTEMBI (HAMPUMEP, O
HeooCTaBKe NMMcbMa agpecaty). AHanornyHble CoobWeHMS MOTryT NCMONb30BaTh U
3M10YMbIWNEHHVKIN. TakK, NO4 BUAOM TEXHNYECKOrO YyBEAOMIIEHNS HA KOMMNbIOTEP MOXET
MPOHMKHYTb KOMMbIOTEPHbIA YepBb MM 0ObIKHOBEHHDIV cnam. CneuunanbHbli MOaY b
aHtucnama Dr.Web onpenensiet Takne HexenaTenbHble COOOWEHNS.

Bcerpa aktyanbHbin

- [Mpouecc 06HOBNEHUSI MPOUCXOAUT HE3AMETHO AN MONb30BaTENs — NPV NOAKIOHEHNN
K ceTn VIHTepHeT, No 3anpocy Wan no pacnucaHuio.

- 3arpyska ocylecTtBnsieTcst 6bICTPO (Aaxe Ha MeaneHHbIX MOAEMHbIX COeANHEHUSIX).

- Bcerpa umetoTcst [OCTyNHble cepBepbl 0OHOBNEHNIA.

- o 3aBepleHnn o6HOBNEHUS B BONBLIMHCTBE CyYaeB He TpebyeTcs nepesarpyxarb
komnbtoTep: Dr.Web cpasy rotos k paboTe ¢ NCNONb30BaHMEM CaMbiX CBEXUX BUPYCHbIX 6a3.

- O6HOBNEHNs OTnnyaTCcs HebonbwuMmn paamepamm — B npeaenax 50—200 Kb.
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- [1ns sKoHOMUK Tpagomka MOXHO HACTPOUTb MPUEM TONbKO OOHOBNEHWI BUPYCHbIX 6a3.
Bkniouatb a1y onumio He pekomeHayeTcs. Dr.Web ¢ uenbto npoTMBOAEACTBNS HOBbIM
Knbepyrpo3am NOCTOSIHHO COBEpPLUEHCTBYETCS. HOBble BO3MOXHOCTUN BK/OHAKOTCS B
0OHOBNEHHbIE MOLY NN @aHTUBUPYCHOrO NakeTa 1 aBTOMAaTUYECKUN 3arpyXatoTCs C CEPBEPOB
KOMMaHuu npu o4epesHOM 0OHOBNEHNN.

- CkaumBatb 0OHOBNEHUS MOXHO B BUAE 3aapPXUBUPOBAHHBIX (palinoB — TEM CaMbiM
Tpaduk aKoHOMUTCS. NS yMEHbLIEHUS pa3MepPOB ckadnBaeMbix 0OHOBNEHNA KOMMaHKS
«[JokTop Beb» ncnonbayet cneumanbHblil anropuTM cxXaTtus nepenasaemblix AaHHbIX. [pu
HEe3Ha4YNTeNbHOM UCMPaBNEHUMN NN AOMONHEHWUN B BUPYCHbIX 6a3ax nnm Mooynsix nporpammbl
NPUMEHSIOTCS (painbl-Natyn, YTO cokpalaeT 06 bem NepenaBaeMbixX AaHHbIX B AECATKM pas.

Cnyx6a BUpPYCHOro MOHUTOPUHra

- Cnyx6a BMPYyCHOro MOHUTOPUHra KoMnaHum «JokTop Be6» cobupaeT no Bcemy Mmpy
06pasLibl BPEeJOHOCHbIX 06 EKTOB, N3rOTaBNMBAET K HUM MPOTMBOSIAMS U BbiNyckaeT
«ropsiyme» 0BHOBNEHUS MO MEPE aHann3a HOBOW Yrpo3bl — 10 HECKOJNIbKMX pa3 B Yac.

- C MoMeHTa Bbinycka Takme 06HOBNEHMS cpasy CTaHOBATCS AOCTYMHbIMU ONs BCEX
nonb3oBatenei Dr.Web ¢ Heckonbknx cepBepoB 06HOBMEHNS B pa3HbIX TOYKAX 3€MHOr0 Wwapa.

- C uenbto n3bexartb NOXHbIX cpabaTbiBaHUA 0OHOBNEHUS NEPeL, BbiNyCKOM TECTUPYIOTCS
Ha OrPOMHOM MacCUBE YUCTbIX CoaiifoB.

- WNHTennekTyanbHas cuctema aBToOMaTU3NPOBaHHOr0 fo6aBneHns POACTBEHHbIX BUPYCOB
NO3BOMSIET MAKCUMaIbHO ONepaTMBHO HENTPannM3oBaTb BMPYCHbIE aTaku.

Cxema pencrteug

Dr.Web® gns MIMEsweeper
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Buabl nuueH3vin

- [Mo yncny sawmwaembix Nonb3oBaTenen.
- [locepBepHas nuuUeH3nst — Ans NPOBEPKN HeorpaHM4YeHHOro 06 bemMa KOpPPECNOHAEHLNM
Ha OHOM CepBepE, C YNCNIOM 3awmwaembix Nonb3osartenein He 6onee 3 000.

BapuaHTbl nULEH3UNA

- AHTUMBMpPYC
- AHTMBMpPYC + LleHTp ynpasneHuns

Takxe Dr.Web ons MIMEsweeper noctyneH B coctase akoHoMUYHbIX KomnnekTos Dr.Web
LNs Manoro v cpegHero 6usHeca.

CuctemHble TpeboBaHus

- Windows 2000 Server (SP4) nnu Bbliwe.
- Windows Server 2003 unu Bblwe.
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