Dr.Web onsa Qbik WinGate

Dr.Web pns Qbik WinGate

CucteMHble TpeboBaHUs

- MecTo Ha xecTkoM gucke: He meHee 50 Mb.
- OnepaumnoHHas cuctema: Microsoft Windows 2000/XP/Vista, Microsoft Windows Server 2000/200:
- [pokcu-cepsep: Qbik WinGate 6.

KnioueBble pyHKLUMN

- AHTMBUMpPYCHas 1 aHTMCNaM-NPOBepPKa NOYTOBbLIX COOBLEHWNIA, NepefaBaeMbIX MO
npotokonam SMTP n POP3, Bkno4as NpoBepKy BOXEHHbIX (painnos.

- AHTMBMpPYCHas npoBepka dpannos 1 AaHHbIX, NepenasaeMblx no npotokonam HTTP n
FTP.

- JleyeHune nHULUMpPOBaHHbIX annos, nepenasaembix no npotokony HTTP.

- B03M0OXXHOCTb cdhopMMpoBaTh CNINCOK NPOBEPSIEMbIX MPOTOKOOB 0OMEHa AaHHbLIMU.

- HacTtpavBaemble napameTpbl CKaHMPOBaHMSA: MaKCUMaNbHbIA pa3mep v TUrbl
npoBepsieMbix 06 bEKTOB, cnocobbl 06paboTkn NHULMPOBAHHBIX 06 bEKTOB.

- B03MOXHOCTb BKNOYEHUSA/OTKNIOYEHUS OEeTEKTUPOBAHNS BPEOOHOCHbIX NPOrpamm (no mx
Tunam). Mpn obHapyxeHnn yrpo3 6e30MacHOCTM K HUM NMPUMEHSIIOTCS OEACTBMS COrTacHO
HacTpoikam Qbik.

- Bo3MoxxHoCTb Bbibopa AeiCcTBMA ANns aiiios, He NOALAOWMXCS NPOBEPKE.

- [eTtekTmpoBaHus BpeooOHOCHbIX 00 bEKTOB B MHOrOKPATHO 3aapXMBMPOBaHHbIX chaiinax.

- Hanuyne agphekTMBHOro n KOMNakTHOro MOA4y NS aHTUCnama, YTo BbIrOAHO BblAENseT
Dr.Web ona Qbik WinGate cpeaun KoHKyprpyowmx npoayKToB.

- AHTuUcnam He TpebyeT 0by4eHMst 1 NO3BONSIET 3aA4aBaTb pPas3fiMyHble OEACTBMS NS
pasHblX KaTeropuin cnama4depHole 1 6enble CNUCKN 3NEKTPOHHbIX aapPecos.

- Bo3MoxHOCTb Bblibopa AeNCTBUIA ANS pa3nnyHbIX BUAOB Chama, BKoYas nepeMelleHmne
B KapaHTuH 1 gobasneHune npedukca K TeMe nucbma.

- Peructpaums owmnbok 1 nponcxoasiumx cobbiTuii B XypHane pernctpaumm cobbiTuii
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(Event Log). B xypHanbl 3aHOCUTCS MHCpopMaLmMs 0 napaMeTpax Moaynei, coobweHns ob
obHapyXeHnM BUPYCOB ANS KaXA0ro 3apa>KeHHOro nucbmMa u Ans Kaxaoro supyca B
OTAENbHOCTM (PYCCKUIA 1 aHT TMIACKNIA SI3bIKK COOBLLEHWIA).

- M3onaums nHmumpoBaHHbIX hainos B COBCTBEHHOM KapaHTUHE naarnHa n/vnm
kapaHTuHe WinGate.

- Bo3moxHoCTb NpocMoTpa KapaHTUHa, BOCCTAHOBNIEHUS 1 / NN NEePECHINKN
COXpaHeHHbIX B HEM (palifos.

- CoxpaHeHue B KapaHTVHEe pe3epBHbIX KONUIA BblfieYeHHbIX ¢0arnnos.

- CobcTBEHHas NaHenb ynpaBneHns U MEHeXep KapaHTuHa.

- ABTOMaTuMyeckme 06HOBNEHMS BUPYCHbIX 6as.

YHUKanbHble BO3MOXHOCTHU agpa

- [lpoBepka apxmBoB Nt06Oro YPOBHS BNIOXEHHOCTMU.

- Bbicoyaiiiwas TOYHOCTb BbISIBNEHNS yNakOBaHHbIX BPELOHOCHbIX 0O bEKTOB (Aaxe Tex,
KOTOpble ynakoBaHbl Hen3BecTHbIM Dr.Web MeTonom), pasbop ux Ha KOMMOHEHTbI 1
neTanbHbIi aHaNN3 ¢ Lenbio 0BHapyXeHUs CKPbITbIX Yrpos.

- letekTupoBaHue N HeEMTpanM3auns CNoXHblX BUPYCOB, Takux kak Shadow.based
(Conficker), MaosBoot, Rustock.C, Sector — B aTom Dr.Web HeT paBHbIX.

- WNHTennekTyanbHble TEXHONOMMN NPOBEPKUN NaMATH NO3BONAIOT 610KMPOBaTL aKTUBHbIE
BMPYCbl 00 NOSABNIEHNS UX KOMUIA HA XECTKOM AUCKE KOMMbIOTEPa, YTO CHUXAaeT BEPOSATHOCTb
MCNONb30BaHNS BPeAOHOCHbIM 10 ya3BMMOCTEN YCTAHOBNEHHbIX NPOrpamMm Unm
onepaunoHHON CUCTEMBI.

- O6Hapy>XeHune 1 HelnTpanusaums BUpycoB, KOTOPbIe AEACTBYIOT B OrepaTUBHOM NamMaTu
N HAKOr a He BCTPeYaloTCs B BUAe OTAeNbHbIX dpannos (Hanpumep, Slammer n CodeRed).

Bopb6a c HeM3BECTHbIMU YIrpo3aMu

- FLY-CODE — He uMmetowas aHanoros TEXHONOMMS YHUBEpPCanbHOM pacnakoBku ¢pannos,
3anakoBaHHbIX Hen3BecTHbIMM Dr.Web cnocobamu.

- YHukanbHasa TexHonorusa HecurHatypHoro noucka Origins Tracing™ nossonsiet Dr.Web ¢
BbICOKOW [ONE BEPOSATHOCTM pacno3HaBaTb BUPYChI, elie He BHECEHHbIE B BUPYCHYIO 6aay.

- 9BpucTtmyecknin aHannzatop Dr.Web acbdekTnBHO feTekTnpyeT Bce
pacrnpocTpaHeHHble TUMbl Yyrpo3, onpenensas nx knacc no pesynbtaram NpoBeneHHOro
pasbopa 1 xapakTepHbIM NPU3HaKaM.
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AHTUBUpPYC

Dr.Web onsa Qbik WinGate o6HapyxvBaeT MHWUNPOBAHHbIE BIOXEHNS B 3N1EKTPOHHbIX
nMcbMax, a TakXXe 3apaxkeHHble 06 bekTbl, Nepenasaemblie no npotokonam HTTP n FTP, B ToM
yucne:

- MHOWUMPOBAHHbIE apXMBbl;

- painbl-60Mbbl UK apxunBbli-6oMbbI;

- peknamHble NporpaMMmbl;

- Mporpammbl B310Ma;

- Mporpammbl fO3BOHA;

- MPOrpamMbl-lWy TKU;

- MOTeHUManbHO onacHble NPOrpamMMmbl.

Dr.Web onsa Qbik WinGate He npoBsepsierT:

- [JaHHble, Nnepenasaemble no npotokony HTTP B 3awndposaHHom Buae (HTTPs);
- 3aWngpoBaHHbIe NOYTOBbLIE COOBLWEHNS;
- MOBpPEeXAEeHHble U 3aWnLieHHbIe NaponemM apxXmBbl.

B cnyyae obHapy>XeHUsi BUPYCOB U ApYrux TUMNOB BPEAOHOCHbBIX 06 bEKTOB, a TakXe B Clyyae
HEBO3MOXHOCTUN NPOBEPKN 06 bEKTA K HAM NMPUMEHSIOTCS OEeNCTBUS COMTacHO HAcTpoKam
nporpammbi.

AHTMCNam

AHTUCNAaM NO3BONSET PUNbTPOBATb 3NEKTPOHHbIE cOo0bLeHUs, obpabaTbiBaeMble cryxbHamu
SMTP server n POP3 proxy server, npefotspallas TeM cambiM NOyYeHNE HEXenaTeNbHbIX
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COO0bLWeHUIA, HanprMep, PEKTaMHbIX PACChINOK.

[MpoBepka No4YTbl HA cnam NPOU3BOAUTCS MO TPEM KaTEropmsaMm cnama: NMcbMa C BbICOKOM,
CpenHen N HU3KOM BEPOSATHOCTbIO cnama. [lns kaxXxaom KaTeropum MOXHO 3agatb OOHO U3
cnenyowmx oencTBUiA:

- Mponyctutb — NcbMo ByaeT NPOMyLEHO 1 JOCTABNEHO MONyYaTento;
- MepemecTnTb B KApaHTUH — NCbMO ByOeT N301MPOBaHO B COOTBETCTBUN C
HacTpoikamy KapaHTuHa 1 He ByaeT 4OCTaBNEHO MoyyYaTento;

- Ypanutb — nucbMo 6yaeT ynaneHo;
- Jo6aBuTb Npecukc B TeMy NMCbMa U A,OCTaBUTb — B TEMY NucbMa ByneT nobasneH
TEKCT, yKasaHHblin B none «[pedukc», n nucbMo 6yneT NOCTaBNEHO NoyyaTento.

LN LONONHUTENBHOW OUNbTPaALMKN COOBLLEHWNA NCMNONb3YIOTCS YEPHbIA 1 B6enblit cnvckn. ns
nMceM, Npuweawnx ¢ anpecos, AobaBneHHbIX B 6enbii CNUCoK agpeca, He byoyT NPUMEHATLCS
HUKaKue OenCTBMS BHE 3aBUCUMOCTM OT UX comepxaHus. Ecnu xe anpec nobaBneH B YepHbIii
CMMnCOoK, BCe NUCbMa C 3TOro agpeca nonagyT B KaTeropuio Boicokas BepoATHOCTb cnama, u K
HWUM ByayT NPUMEHEHbI COOTBETCTBYOWMNE OEACTBUSI.

Bcerpa aktyanbHbiv

- [pouecc 06HOBNEHNS MPOUCXOANT HE3AMETHO ANS MONb30BATENS — MPU NOAKNOYEHNN
K cetn VIHTepHeT, No 3anpocy uamv rno pacnmcaHuio.

- 3arpyska ocylwecTBnseTcs 6biCTPO (faxe Ha MeANIEHHbBIX MOLEMHbIX COEANHEHNSAX).

- Bcerpna umetotcs [OCTYMHbIE CepBEPbl OOHOBNEHUIA.

- [lo 3aBepweHun obHoBNEHMS B BONbLIMHCTBE Cnyyaes He TpebyeTcs nepesarpyxartb
komnbtoTep: Dr.Web cpasy rotos k paboTe C UCMONb30BaHNEM CaMblX CBEXMUX BUPYCHbIX 6a3s.

- OBHOBNEHMs oTnnyatoTcs HebonbwuMmn pasmepamm — B npeaenax 50—200 Kb.

- Ina sKoHOMUK Tpagomka MOXHO HACTPOUTbL MPUEM TONbKO OOHOBNEHMN BUPYCHbIX 6a3.
Bkntoyatb 9Ty onuuio He pekoMmeHayeTtcd. Dr.Web ¢ uenbio npotnBoaencTBuS HOBbIM
Knbepyrpo3am NOCTOSHHO COBEPLUEHCTBYETCS. HOBble BO3MOXHOCTU BKOYAKOTCS B
06HOBNEHHbIE MOLY N @aHTUBUPYCHOrO NakeTa 1 aBTOMaTUYECKUN 3arpyXXatoTCsi C CEPBEPOB
KOMMaHun nNpu o4epeHOM OOHOBNEHNN.
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- CkaumBatb 0OHOBNEHUSI MOXHO B BUAE 3aapXUBUPOBAHHBIX (palinoB — TEM CaMbIM
Tpaduk aKoHOMUTCH. [INg yMEHbLIEHUS pa3MePOB CkadynBaeMbix 0OHOBNEHNA KOMMAHNA
«[JokTop Beb» ncnonbayet cneunanbHblil anropuTM cxxaTtusi nepenasaeMblx AaHHbIX. Mpy
HEe3Ha4YNTENbHOM UCMPABNEHNUN NN OOMONHEHWMN B BUPYCHbIX 6a3ax nnm Moaynsax nporpammbl
NPUMEHSIIOTCS doainbl-natym, 4To cokpalaeT 06 bem nepenaBaeMblx AaHHbIX B AECATKM pas.

Cnyx6a BUPYCHOIr0 MOHUTOPUHra

- Cnyx6a BMPYCHOro MOHUTOPWHra KomnaHum «oktop Beb» cobmpaet no Bcemy mMmnpy
06pa3subl BpeAOHOCHbLIX 06 BEKTOB, N3rOTaBANBAET K HUM NPOTUBOSANS U BbiyckaeT
«ropsiyne» 0BHOBNEHNSI MO MEPE aHann3a HOBOW Yrpo3bl — A0 HECKONbKMX pa3 B Yac.

- C MOMeHTa Bbinycka Takme 06HOBNEHNS Cpaldy CTAHOBSATCSA AOCTYMHbIMK ANS BCEX
nonb3osatenei Dr.Web ¢ Heckonbkunx cepBepoB 0OHOBNEHMS B Pa3HbIX TOYKAX 3EMHOrO Wwapa.

- C uenbto nsbexartb NoXHbIX cpabaTtbiBaHWin 0OHOBNEHNS Nepen BbiNMyCKOM TECTUPYHOTCS
Ha OrPOMHOM MaCCVBE YUCTbIX (painnos.

- MHTennekTyanbHas cucteMa aBTOMaTU3NPOBAHHOIO A06aBNEHNS POACTBEHHbIX BMPYCOB
NO3BO/NISIET MAKCMabHO ONepPaTUBHO HENTPaNN30BaTh BUPYCHbIE aTaky.

AHTMBUMpPYC

KapaHTuH
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